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1. OVERVIEW OF PROCUREMENT PROCESS 
 

1.1 Definitions and Acronyms 
 

The following definitions apply to this solicitation.  
 

a. Contract or Vendor List means the combination of the signed agreement, solicitation, including 
the scope of work, the special conditions, the general conditions, and any addenda to the 
solicitation; the offer and any best and final offer(s); and any amendments to the contract; and 
any terms implied by law. 

b. CONTRACTOR means an individual, partnership, firm, organization, corporation, joint venture or 
other legal entity having a contract with the Hawaii State Department of Education and 
undertaking the execution of work under the terms of the contract and acting directly or through 
its agents, employees or sub-contractors. 

c. Department or STATE means the Hawaii State Department of Education. 

d. General Conditions means the General Conditions issued by the Department of the Attorney 
General of the State of Hawaii, referred to as Form AG-008, as revised, and included herein by 
reference. The applicable Form AG-008, as revised, included by reference, is the form in effect at 
the date the solicitation is issued. 

e. HAR means Hawaii Administrative Rules.  

f. HRS means Hawaii Revised Statutes.  

g. Offer means a proposal submitted in response to this solicitation. 

h. Offeror means any individual, partnership, firm, organization, corporation, joint venture, or other 
legal entity, submitting an offer in response to this solicitation.  

i. Project means this RFP to develop a resulting Contract or Vendor List of the goods and/or 
services specified. 

j. Proposal means the document submitted by an offeror in response to this solicitation.  

k. RFP means Request for Proposals, the entire solicitation document, including all parts, 
sections, exhibits, attachments, and Addenda, whether attached or incorporated by reference.  

l. STATE or Department means the Hawaii State Department of Education.  
 

m. Vendor List or Contract means the combination of the signed agreement, solicitation, including 
the scope of work, the special conditions, the general conditions, and any addenda to the 
solicitation; the offer and any best and final offer(s); and any amendments to the contract; and 
any terms implied by law. 
 

1.2 RFP Organization 
 
This RFP is organized as follows: 
 
Section 1. Overview of Procurement Process. Provides Offerors with a general overview of the RFP 

process. 
 
Section 2. Purpose and Overview. Provides Offerors with general information about the objectives 

of this project and RFP, and critical success factors. 
 
Section 3. Scope of Work and Requirements. Provides Offerors with a general description of the 

tasks to be performed, delineates Hawaii State Department of Education and 
CONTRACTOR’s responsibilities, stipulates Offeror qualifications, and defines 
deliverables. 
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Section 4. Proposal. Describes the required format and content for the Offeror's submittal, and 
establishes requirements for the Price Proposal. 

 
Section 5. Proposal Evaluation. Describes how proposals will be evaluated by the Hawaii State 

Department of Education. 
 
Appendix A. Offeror Identification and Information Form 
 
Appendix B. Offeror Reference Form  
 
Appendix C. Price Proposal 
 
Appendix D. Contract Minimum and Special Conditions 
 
Appendix E. Schools and Libraries Cybersecurity Pilot Program Supplemental Terms and  

Conditions 
 
Appendix F. State of Hawaii’s General Conditions 

 
1.3 Procurement Authority 
 
This procurement is being conducted as a competitive sealed proposals procurement in accordance with 
the procedures set forth in §103D-303, HRS and Title 3, Subtitle 11, Chapter 122, Subchapter 6, HAR. 
The relevant provisions of §103D, HRS, and their associated HAR, are incorporated by reference and 
made a part of this RFP.  
 
1.4 Issuing Office and RFP Contact Person 
 
The following person from the issuing office listed below is the sole point of contact for this RFP. 
Communication with any other contact person from the date of release of this RFP until the selection of 
the successful Offeror(s) without approval, may result in disqualification. 
 

RFP Point of Contact: Wendy Ebisui 
email: wendy.ebisui@k12.hi.us 
Phone: (808) 675-0130  
Fax: (808) 675-0133 
 
Issuing Office:  
Hawaii State Department of Education 
Procurement and Contracts Branch 
Waipahu Civic Center 
94-275 Mokuola Street, Room 200 
Waipahu, Hawaii 96797 
 

1.5 Procurement Timetable 
 
Except as noted, the following schedule represents the STATE’s best estimate. All times indicated are 
Hawaii Standard Time (HST). If any component of this schedule is delayed, the rest of the schedule will 
likely be amended by the same number of days, however the STATE reserves the right to amend or 
revise the timetable without prior written notice when such revision or amendment is in the STATE’s best 
interest. 
 

Activity Estimated Dates 

Public Notice announcing Request for Proposals (RFP)  June 23, 2025  
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Deadline for submission of written questions  
On or before 2:00 p.m., July 
3, 2025 

STATE’s responses to written questions on or about July 10, 2025 
Proposal Due Date/Time 
 
Proposals will be received through the State of Hawaii 
eProcurement System (HIePRO) at https://hiepro.ehawaii.gov 
until 4:30 p.m., Hawaii Standard Time (HST) 
 
THERE ARE NO EXCEPTIONS TO THIS PROPOSAL DUE 
DATE UNLESS THE DATE IS AMENDED IN WRITING BY THE 
PROCUREMENT AND CONTRACTS BRANCH. 

4:30 p.m., July 24, 2025  

Evaluation of Proposals  
July 25 through August 1, 
2025 

Determination of Priority-Listed Offerors (if necessary) August 4, 2025 
Priority-listed Offerors discussions conducted and/or 
notified to schedule presentation to STATE (if necessary) TBD 

Best and Final Offers (if necessary) TBD 

Contractor(s) Selected  On or about August 15, 2025 

Contract Award  on or about September 2025 

Contract Commencement Date/Notice to Proceed On or about May 1, 2026 
 
1.6 Cancellation of RFP; Rejection of Proposals 
 
This RFP may be cancelled and any or all proposals may be rejected in whole or in part, when it is 
determined to be in the best interest of the STATE. 
 
1.7 Electronic Procurement 

 
1.7.1 The STATE utilizes the Hawaii State eProcurement (HIePRO) System to promote an 

open and transparent system for vendors to compete for contracts electronically. Offerors 
interested in responding to this solicitation must be registered on HIePRO. Registration 
information is available at the State Procurement Office (SPO) website: 44T 
https://hiepro.ehawaii.gov, select HIePRO Vendor Registration and then Vendor 
Registration Guide. 

1.7.2 The STATE will use HIePRO to issue the RFP, receive Offers, and issue Addenda to the 
RFP. Addenda and the other information and materials shall be provided by the STATE 
through HIePRO, including additions or changes with respect to the dates specified 
herein. The STATE is not responsible for any delay or failure of any Offeror to receive 
any materials regarding this RFP on a timely basis. 

1.7.3 As part of this procurement process, Offerors are informed that awards made for this 
solicitation, if any, shall be done through the HIePRO and shall, therefore, be subject to a 
mandatory .75% (.0075) transaction fee, not to exceed $5,000 for the total contract term, 
payable to Tyler Hawaii, the vendor administering HIePRO.  
1.7.3.1 For resultant Price and/or Vendor Lists, the mandatory fee (.75%) is applicable 

for sales calculated on a quarterly basis for the first year only. This transaction 
fee shall be based on the total sales made against this contract, payable to Tyler 
Hawaii, the vendor administering HIePRO.  

1.7.4 HIePRO Special Instructions. Offeror shall review all special instructions located in 

https://hiepro.ehawaii.gov/welcome.html
https://hiepro.ehawaii.gov/welcome.html
https://hiepro.ehawaii.gov/welcome.html
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HIePRO. Offerors are responsible for ensuring that all necessary files are attached to 
their offer prior to the proposal deadline. 

1.7.5 Payment to Tyler Hawaii. HlePRO is administered by Tyler Hawaii. Tyler Hawaii shall 
invoice the Contractor(s) directly for payment of transaction fees. Payment must be made 
to Tyler Hawaii within thirty (30) days from receipt of invoice. Tyler Hawaii is an intended 
third-party beneficiary of transaction fees, which are used to fund the operation, 
maintenance and future enhancements of the HlePRO system. 
 

Offerors are advised that they should not wait until the last minute to submit their proposal on 
HIePRO. Offerors should allow ample time to review their submitted proposal, including 
attachments, prior to the proposal deadline. 

 
1.8 Required Review and/or Written Questions  
 
It is the Offeror’s responsibility to carefully review this solicitation for defects and questionable or 
objectionable matter. Solicitation documents include this RFP, any attachments, plans referred to herein, 
and any other relevant documentation.  
 
Comments concerning defects, discrepancies, omissions, questionable or objectionable matter, or 
questions related to this RFP must be made in writing to allow issuance of any necessary amendments to 
the RFP. It will also help prevent exposure of Offeror's proposal prepared in response to a defective or 
inaccurate solicitation upon which award could not be made. 
 
Comments related to this solicitation shall be communicated in writing to the RFP Contact Person 
identified via fax or e-mail by the date and time established for submission of written questions to ensure 
an official response. The STATE will not respond to verbal or informal questions. 
 
Such comments shall contain pertinent information to identify the prospective Offeror, its telephone 
number, e-mail address, the RFP number, as well as reference to the specific page, section, and/or 
paragraph as applicable.  
 
The response(s) to the prospective Offerors’ written questions received by the scheduled date shall be 
compiled, shall omit reference to the source(s) of the questions, shall be issued as an addendum to the 
RFP, and shall become a part of the RFP. The STATE will publish the questions as they are submitted 
including any background information provided with the question. The STATE at its sole discretion may 
omit questions which may be combined or may paraphrase questions and background content for clarity. 
 
The STATE’s responses shall be communicated in writing via addenda and will be posted on the 
HIePRO. The STATE is not responsible for delays or non-receipt of any communications by the 
prospective Offerors. 
 
If an Offeror submits a question after the scheduled date, the STATE may answer the question but does 
not guarantee that the answer will be provided prior to the Proposal due date. 
 
1.9 RFP Addenda 
 
The STATE reserves the right to amend this RFP at any time prior to the closing date, or prior to the due 
date for best and final offers. All addenda issued shall be incorporated into the resulting contract. Failure 
of any Offeror’s receipt of any such addenda or interpretations shall not relieve the Offeror of any 
obligation under this solicitation. It is the responsibility of the prospective Offeror to monitor the HIePRO 
to obtain RFP addenda or other information relating to the RFP. 
 
1.10 Notice of Intent to Offer (Letter of Intent) 
 
A notice of intent to submit a Proposal is NOT required.  
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1.11 Deadline for Proposals 
 
Proposals shall be received through HIePRO. Proposals received after the deadline will not be accepted. 
Timely receipt of offers shall be evidenced by the date and time on HIePRO. 
 
1.12 Proposal Opening 
 
Proposals shall not be opened publicly, but the register of proposals and Offerors’ proposals shall be 
open to public inspection upon posting of the award.  
 
1.13 Disqualification of Proposals 
 
The STATE reserves the right to consider as acceptable only those proposals submitted in compliance 
with all the requirements set forth in this RFP and which demonstrate an understanding of the issues 
involved and the scope of work.  
 
An Offeror shall be disqualified, and the Offeror’s Proposal shall be rejected for any one or more of the 
following non-exclusive reasons as solely determined by the STATE: 
 

1.13.1 Proposal received after specified deadline. 
 
1.13.2 Proposals not received on HIePRO. 

 
1.13.3 Proposal not properly completed as required herein or containing any unauthorized 

additions or deletions, defects including but not limited to irregularities of any kind which 
may make the Proposal incomplete, indefinite, or ambiguous as to its meaning (e.g. un-
initialed erasures, prices which are obviously unbalanced). 

 
1.13.4 A Proposal which is incomplete or conditional Proposals including but not limited to a 

Proposal which includes any other set of terms and conditions, or any terms or conditions 
contradictory to those included in this RFP. 

 
1.13.5 A Proposal signed by other than an authorized individual.  
 
1.13.6 More than one Proposal from an Offeror, under the same or different names, whereby all 

Proposals from the Offeror shall be rejected. 
 

1.13.6.1 Legally distinct Offerors such as subsidiaries or jointly-owned companies 
may submit Proposals and these Proposals may be accepted for evaluation 
and award if such Offerors submit with their Proposal a certificate of non-
collusion which affirms that the Proposal is made freely and without collusion 
with another Offeror. 
 
1.13.6.1.1. Legally distinct Offerors such as subsidiaries or jointly-owned 

companies shall submit business registration information 
indicating that the entities were not created after the RFP was 
released. 

 
1.13.7 Evidence to the STATE’s sole satisfaction of collusion among Offerors, lack of 

responsibility and cooperation to STATE requests during the RFP process or as shown 
by past work, being in arrears on existing contracts with the State of Hawaii, or defaulting 
on previous contract(s). 

 
1.13.8 Failure to possess proper licenses, facilities, equipment or sufficient experience to 

provide the proposed solution or to perform the work contemplated. 
 

1.13.9 Evidence of any noncompliance with any applicable law or rule. 
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1.14 Proposal Evaluation 

  
The STATE will conduct a comprehensive, fair, and impartial evaluation of the proposals it receives in 
response to this RFP. Refer to Section 5 of this RFP for specific requirements and details of the process. 
 
1.15 Proposal as Part of the Contract 
  
This RFP and part or all of the successful proposal may be incorporated into the contract. 
 
1.16 Additional Terms and Conditions 

The STATE reserves the right to add terms and conditions, if any. These terms and conditions will be 
within the scope of the RFP and will not affect the proposal evaluations. 
 
1.17 Offer Acceptance Period 
 
The STATE's acceptance of a proposal, if any, will typically be made within ninety (90) calendar days 
after the opening of proposals. Prices quoted by the Offeror shall therefore remain firm for ninety (90) 
calendar days from the receipt of proposals.  
 
1.18 Contract; Contract and Performance Period 
 
The CONTRACTOR receiving the award shall be required to enter into a formal written contract. Upon 
execution of contract, the STATE will issue a notice to proceed and a fully executed copy of the contract 
to the CONTRACTOR. No work will be undertaken by the CONTRACTOR prior to the commencement 
date specified on the contract as the STATE is not liable for any work, contract costs, expenses, loss of 
profits, or any damages whatsoever incurred by the CONTRACTOR prior to official starting date. 
 

1.18.1 Contract Term 

The Contract shall commence on May 1, 2026 and shall end on April 30, 2029 
 

1.18.2 Multi-Term Contract 
 
Funds are available for only the initial fiscal period of the contract.  Contractual obligation of both 
parties in each fiscal period succeeding the first is subject to the appropriation and availability of 
funds.  Unit price shall be given for each good or service and that unit prices shall be the same 
throughout the contract except to the extent price adjustment is allowed.  A multi-term contract 
will be cancelled if funds are not appropriated or otherwise made available to support continuation 
of performance in any fiscal period succeeding the initial fiscal period of the contract and 
contractor will be reimbursed the unamortized reasonably incurred, nonrecurring costs; however, 
this does not affect either party’s rights under any termination clause of the contract.  The State 
will notify the contractor on a timely basis that the funds are, or are not, available for the 
continuation of the contract for each succeeding fiscal period.   
 
1.18.3 Contract Renewal 

The Contract may be extended for not more than two (2) additional twelve-month periods, i) upon 
mutual written agreement of the parties, ii) prior to expiration and iii) under the same terms and 
conditions of the original agreement or as negotiated between the STATE and the 
CONTRACTOR. Contract extension(s) shall be contingent upon i) the need for continued 
services and ii) funding availability beyond the current fiscal year. As each option(s) to extend is 
mutually agreed upon, the CONTRACTOR shall be required to execute a supplement to the 
Contract for each additional period. 
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1.18.4 Performance Period 
 

The CONTRACTOR shall complete the work within the time limits specified herein. The time 
specified herein is the maximum time allowed. 

 
1.19 Contract Award  
 
Award, if any, shall be made to the responsible Offeror with the highest number of points per Group and 
whose proposal the STATE deems most advantageous in accordance with the evaluation criteria 
specified. 
 
1.20 Responsibility of Offerors; Hawaii Compliance Express 
 
The Offeror is advised that if awarded under this RFP, Offeror shall, upon award, furnish proof of 
compliance with the requirements of HRS §103D-310 and HAR § 3-122-112 including: 
 

• Chapter 237, General Excise Tax Law; 
• Chapter 383, Hawaii Employment Security Law; 
• Chapter 386, Workers’ Compensation Law; 
• Chapter 392, Temporary Disability Insurance;  
• Chapter 393, Prepaid Health Care Act; and  
● One of the following: 

 
1. That Offeror is registered and incorporated or organized under the laws of the State of Hawaii 

(hereinafter referred to as a “Hawaii business”); or 
2. That Offeror is registered to do business in the State of Hawaii (hereinafter referred to as a 

“compliant non-Hawaii business”). 
 

Offeror may demonstrate proof of compliance with the above-referenced requirements by submitting a 
Certificate of Vendor Compliance issued by the Hawaii Compliance Express (HCE) online system to the 
Hawaii State Department of Education, Procurement and Contracts Branch upon award. The HCE 
service allows vendors to register online through a simple wizard interface at http://vendors.ehawaii.gov. 
The Certificate of Vendor Compliance provides current compliance status as of the issuance date, 
satisfies requirements of Chapter 103D-310(c), HRS, and is therefore acceptable for contracting 
purposes. CONTRACTORs that elect to use HCE services are required to pay an estimated annual 
registration fee of $12.00. 
 
Due to the time required to obtain the HCE Certificate of Vendor Compliance, it is highly recommended 
that the interested Offeror begin the registration process immediately. 
 
1.21 Failure to Execute Contract; Timely Submission of Certificates  
 
At time of award, the above Certificate of Vendor Compliance and any other documentation and 
certification shall be submitted to the Hawaii State Department of Education, Procurement and Contracts 
Branch as soon as possible or by the deadline established by STATE. If a valid certificate or compliant 
documentation is not submitted on a timely basis for award, award made to an Offeror otherwise 
responsible may be annulled. 
 
Failure to execute a contract as required within ten (10) calendar days or such further time as the STATE 
may allow after the Awardee has received the contract for execution shall be just cause for the annulment 
of the award. STATE may award the contract to the next responsible Offeror or may call for other offers, 
whichever is deemed to be in the best interest of the STATE. 
 
1.22 Notification of Award; Non-selected Offeror(s) 
 
Upon award to the successful Offeror(s), the STATE shall post publicly, a notice of award on the HIePRO 
and which may be viewed on the Hawaii Awards and Notices Data System (HANDS) website at 
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https://hands.ehawaii.gov/hands/awards. Additionally, the STATE will provide notification of the award to 
any non-selected Offeror(s). The STATE is not responsible for delays or non-receipt of such notification. 
Failure of any Offeror to receive any such notification shall not relieve the Offeror of any obligations or 
requirements herein. 
 
1.23 Debriefing 
 
The purpose of a debriefing is to inform the non-selected Offeror(s) of the basis for the source selection 
decision and award. An Offeror(s) not selected for award shall submit a written request for a debriefing 
within three (3) working days after the posting of the award. The debriefing shall be held, to the maximum 
extent possible, within seven (7) working days after the posting of the award. 
 
1.24 Protest 
 
Pursuant to §103D-701, HRS and §3-126, HAR, a protest of the solicitation must be submitted prior to the 
date set for receipt of offers, and a protest of an award or proposed award shall be submitted within five 
(5) working days after the posting of award or within five (5) working days following a debriefing. The 
award(s), if any, resulting from this solicitation shall be posted on the HIePRO and shall be posted on the 
Hawaii Awards and Notices Data System (HANDS) website at https://hands.ehawaii.gov/hands/awards. 
 
Any protest pursuant to §103D-701, HRS and §3-126, HAR shall be submitted in writing to the Hawaii 
State Department of Education’s, Chief Procurement Officer, c/o Procurement and Contracts Branch at 
the Waipahu Civic Center, 94-275 Mokuola Street, Room 200, Waipahu, Hawaii 96797. 

https://hands.ehawaii.gov/hands/awards
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2. RFP PURPOSE AND OVERVIEW 
 
2.1 Purpose and Introduction  
 
The Hawaii State Department of Education (STATE) is a single, statewide district with 257 schools. The 
total enrollment is approximately 170,000 students on seven islands. The Office of Information 
Technology Services (OITS) is responsible for the development and deployment of information 
technology in the STATE. The STATE has been selected to be participant of the Cybersecurity Pilot 
Program. 
 
2.2 FCC Universal Service Administrative Service Background  
 
The Federal Communications Commission (FCC) adopted rules on May 7, 1997, implementing section 
254 of the Telecommunications Act of 1996 that provides telecommunication discounts for K-12 schools 
and public libraries. The rules were incorporated into the FCC's Universal Service Order (CC Docket No, 
96-45). The Order ensures that all eligible schools and libraries have affordable access to modem 
telecommunication services, internal connection, and the Internet. This Universal Service discount 
program is popularly known as the "E-rate" in the school and library communities. See 
http://www.usac.org/e-rate for more information about the program. 
 
Under the Universal Service program schools are eligible for up to 90% discounts on Internet services and 
telecommunications services, and up to 85% discounts on internal network infrastructure and on the 
maintenance of all E-rate eligible items. To be eligible the STATE must use a competitive process for 
obtaining the goods and services. In addition, the STATE must follow procedures required by the Schools 
and Libraries Division (SLD) of the Universal Service Administrative Company (USAC), which oversees 
implementation of the Universal Service provisions of the Telecommunications Act of 1996. As required by 
the E-rate program, the price for E-rate eligible services will be the largest, but not the sole, consideration. 
 
On June 6, 2024, the Commission adopted a three-year pilot program, funded through the USF, to provide 
up to $200 million to eligible schools, libraries, and consortia of eligible schools and libraries to defray the 
costs of eligible cybersecurity services and equipment and to provide the Commission with data to better 
understand whether and how universal service funds should be used to support the cybersecurity needs of 
schools and libraries on a permanent basis. The Hawaii State Department of Education was selected as a 
participant in this program. 
 
2.3 Current-State (Environment) 

 
The STATE’s current landscape includes, but is not limited to, the following: 
 

1. Windows and Mac OS computers,  
2. Linux and Windows server 
3. Integration tools for MSSP Monitoring 
4. Various technologies that require monitoring and security reporting to ensure any threats to 

the environment are addressed in a timely manner. The current infrastructure that would 
require monitoring would include, but is not limited to, the following: 

• Microsoft Active Directory 
• Microsoft Entra ID 
• NexGen Anti-Virus 
• Google (GSuite) Workspace 
• Firewall 
• Multi-Factor Authentication 

 
 

http://www.usac.org/e-rate
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2.4 Business Goals and Objectives 
 
To help address cybersecurity threats targeting K-12 schools’ and libraries’ broadband networks and 
data, the Federal Communications Commission (FCC) launched the Schools and Libraries Cybersecurity 
Pilot Program (Pilot Program or Pilot) to gather the data needed to better understand whether and how 
universal service funds can be used to support the cybersecurity needs of schools and libraries. 
 
The three-year Pilot Program, administered by the Universal Service Administrative Company (USAC) 
under the oversight of the FCC, provides up to $200 million in universal service support to eligible schools 
and libraries to defray the costs of eligible cybersecurity services and equipment. As a general matter, the 
Pilot Program’s forms and processes, including those used for competitive procurement, requesting 
eligible services and equipment, and submitting reimbursements, are modeled after the forms and 
processes used in the E-Rate and the Emergency Connectivity Fund (ECF) programs. 
 
Therefore, the STATE is soliciting for: 
 

• GROUP 1 - A SaaS Endpoint Detection and Response solution that will protect and remediate 
STATE end user devices and servers as well as integrate with other information security tools. 

 
• GROUP 2 - SaaS Security Information and Event Management (SIEM) and Security 

Orchestration, Automation, and Response (SOAR) solution that can intake and correlate 
telemetry provided by the STATE’s existing technology landscape. 

 
2.5 Cybersecurity General Requirements 
 
It is anticipated that some services obtained under this procurement may be eligible for E-rate discounts, 
and the STATE intends to apply for such discounts. Under the program, providers receive the full amount 
they contract for, however payment for the eligible services is split between the STATE and the Universal 
Service Fund (USF). 
 
The Eligible Services List is available at the Schools and Libraries’ website at http://www.usac.org/e-rate. All 
services shall be on the Eligible Services List, or otherwise noted and priced separately. 
 
For all services that qualify for E-Rate discounts, the STATE is liable only for the payment of the after- 
discounted amount. The CONTRACTOR must seek the discount amount from USAC. 
 

 

 

 

http://www.usac.org/e-rate
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3. SCOPE OF WORK; PROJECT AND OFFEROR REQUIREMENTS 
 
For all services that qualify for E-Rate discounts, the STATE is liable only for the payment of the after- 
discounted amount. The CONTRACTOR must seek the discount amount from USAC. 
 
3.1 GROUP 1 - Endpoint Detections and Response (EDR) – Scope of Work  
 
The STATE is looking for a system that includes, but is not limited to, the following system requirements 
and system features. 
 
3.1.1 System Requirements 

 
• Ability to create user accounts of different roles and privileges (may include, but may not by 

limited to, School administrators, system admin, civil rights investigators). 
• Ability to delegate limited access to admins for a specific subset of devices.  
• Ability for school administrators and system admins to authenticate using Azure AD, SAML 2.0, or 

Open Authentication. 
• Ability to generate statistical reports with customizable reporting fields (may include, but may not 

by limited to, number of incidents reported statewide, types of incidents reported per school or 
complex, amount of time to resolution). 

• Ability to export reports into a range of formats including, but not limited to, portable document 
format (PDF), comma-separated values (CSV), and Excel. 

• Ability to generate daily or monthly reports in formats including, but not limited to, portable 
document format (PDF), comma-separated values (CSV), and Excel. 

• Ability to dynamically organize assets based on attributes and may include, but may not be 
limited to, IP Address, Device Name. 

• Ability to generate an asset inventory for the endpoints that are enrolled into the system. 
• Ability to generate data driven dashboards that provide high level insight into threat landscape, 

endpoint distribution and endpoint health for organization. 
• Ability to sort and organize data based on device attributes values. 
• Ability to create custom software installation packages. 
• Ability to access a 24x7 support portal to open incidences. 
• Ability to access a status page to outline system news which may include, but may not be limited 

to, outages, downtime). 
• Ability to customize automatic incident alerts that admins receive.  
• Ability to create and manage multiple tenants for endpoints.  
• Ability to create a collection of reusable AI generated queries.  
• Ability to transfer data from CONTRACTOR’s EDR system to other platforms through the use of 

natively available connectors, or third party connectors (i.e. Google GCP). 
• Ability to install directly onto endpoints that run operating systems that include, but are not limited 

to, all Windows desktop and server OS, MacOS, and Linux. 
• An administration console that is accessible through web browsers that include, but are not 

limited to, Mozilla Firefox, Google Chrome, Microsoft Edge, and Safari. 
• Minimal performance impact which may include, but may not be limited to, memory footprint, 

disk space requirements, and system utilization. 
 

3.1.2 System Features 
 

• Ability to quarantine malicious files. 
• Ability for one-click remediation and rollback natively on the device.  
• Ability to identify and mitigate malicious behavior. 
• Ability to create custom dashboards that reflect endpoint data and threat statistics. 
• Ability to have virus/malware definitions automatically updated. 
• Ability to automatically or manually update AV software on for specific groups of endpoints. 
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• Ability to create a user-defined blocklist for programs and files based off hash values. 
• Ability to create an application inventory from the EDR telemetry. 
• Ability to identify risky applications that are installed on devices.  
• Ability to identify suspicious activity on endpoints. 
• Ability to funnel data and logs for systems into a native Data Lake. 
• Ability to integrate with enterprise level third-party security information and event management 

(SIEM) platforms. 
• Ability for users to create custom queries to pull specific sets of data. 
• Ability to network isolate endpoints. 
• Ability to group devices based on dynamic attributes such as IP address. 
• Ability for investigation management directly within the management console.  
• Ability to prevent unauthorized uninstallation of AV software from endpoints. 
• Ability for AV to provide detailed device information which includes but is not limited to, serial 

number, operating system, MAC address, local IP, domain, workgroup. 
• Ability to configure custom system alerts when malicious or suspicious activity occurs. 
• Ability to support the functionality of the following for endpoints: Firewall Control, Device Control 

and Remote Shell. 
• Ability to export console data in various formats. 
• Ability to identify threats based on a number of threat engines that include, but are not limited to, 

Static AI, Behavioral AI, Application Control, Cloud Threat. 
• Ability to create automations to streamline tasks.   
• Ability to remotely take action upon AV software (agent) which includes, but is not limited to, 

disable, enable, update, restart services, fetch logs, or approve uninstall. 
• Ability to send written custom messages to specific endpoint(s). 
• Ability to initiate a manual or remote custom scan of endpoints. 
• Ability to provide active monitoring and scanning of all read and write actions that occur on 

endpoints. 
• Ability for end users to alert system administrator if uninstallation of software is necessary. 
• Ability to set a timeout period of inactivity which will purge endpoint from console and free license 

for re-distribution. 
• Ability for endpoint that was purged from console due to inactivity to automatically re-enroll after 

checking into the console. 
• Ability to tag endpoints for organizational purposes, and utilize those groupings to create reports, 

or push configurations.  
• Ability to identify and provide active endpoint protection against malware and greyware, which 

includes, but may not be limited to, Malware, Infostealers, Cryptominer, Potentially Unwanted 
Programs (PUPs), Ransomware. 

• Ability to identify and provide metrics on MacOS that require full disk access to be configured in 
order to allow software to fully function. 

• Ability to utilize AI to assist with threat detections and query building. 
• Ability to utilize AI to generate queries for data that is collected within the solutions console.  
• Ability to produce a chain-of-events (storyline) for security incidents that occur.  
• Ability to natively discover devices on the network that do not have EDR through agents already 

installed on other devices. 
• Ability to seamlessly update or upgrade all agents without the use of any additional tools. 
• Ability to check file read and writes that occur on devices in real time.  
• Ability to download files from endpoints directly within the administrative console. 
• Ability to remotely open a secure session on devices from the administrative console. 
• Ability to support agent installations on legacy or end-of-life devices.  
• Ability to whitelist benign hash values for files. 

 
During the contract period, should the STATE determine additional related services are required, the 
STATE reserves the right to negotiate additional related services with the CONTRACTOR. 
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3.2 GROUP 2 – Security Information and Event Management (SIEM) - Scope of Work 
 
3.2.1 Administrative Tools 
 
The STATE is looking for a system that includes, but is not limited to, the following: 
 

• Ability to create and assign custom administrator roles. 
• Ability to assign system generated (pre built) administrator roles. 
• Ability to assign custom administrator roles by group or individual. 
• Ability to import Microsoft Azure/Entra ID sourced groups for permission assignment. 
• Ability for administrators and system admins to authenticate using Azure AD, SAML 2.0, or Open 

Authentication. 
• Ability to generate statistical reports with customizable reporting fields. This may include, but is 

not limited to, number of incidents reported statewide and types of incidents reported per school 
or complex. 

• Ability to export reports into a range of formats including, but not limited to, portable document 
format (PDF), comma-separated values (CSV), and Excel. 

• Ability to generate daily or monthly reports in formats including, but not limited to, portable 
document format (PDF), comma-separated values (CSV), and Excel. 

• Ability to generate data driven dashboards that provide high level insight into threat landscape, 
endpoint distribution, and endpoint health for organization. 

• Ability to access a 24x7 support portal to open incidences. 
• Ability to access a status page to outline system news, which may include, but is not limited to, 

outages and downtime. 
• Ability to provide automatic notifications to administrators when system outages/issues occur. 
• Ability to customize automatic incident alerts that administrators receive.  
• Ability to provide access to cloud consoles from web browsers that include, but are not limited to, 

Mozilla Firefox, Google Chrome, Microsoft Edge, and Safari. 
• Ability to create a collection of reusable AI generated queries. 
• Ability to monitor health of data ingestion sources. 
• Ability to create and share custom dashboards with system administrators. 
● Ability to delegate limited access to sub-administrators for a specific subset of devices.  

 
3.2.2 System Features 
 
CONTRACTOR’s system shall include, but not be limited to, the following: 
 

● Ability to identify and create alerts for malicious and/or suspicious user or endpoint behavior. 
● Ability to integrate and ingest data from security tooling sources that include, but are not limited 

to, Microsoft Entra ID, OKTA, SentinelOne, Crowdstrike, Micorosft Defender, Google Workspace, 
and Palo Alto Panorama. 

● Ability to Integrate with Managed Defense and Response Platforms that include, but are not 
limited to, Mandiant MDR. 

● Ability to create custom dashboards that reflect endpoint data and user threat statistics. 
● Ability to create automations to streamline tasks.   
● Ability to create custom indicators of compromise (IOC) natively within the platform. 
● Ability to import indicators of compromise (IOC) from external sources. 
● Ability to leverage known indicators of compromise (IOC) natively within the platform.  
● Ability to utilize context aware detections to identify users and assets that may be at risk. 
● Ability to create dashboards to monitor data ingestion health.  
● Ability to utilize curated (out-of-the-box) detections for common industry tools and platforms. This 

may include, but is not limited to, Chrome Browser, SQL, and OKTA. 
● Ability to create custom detections. 
● Ability to create dashboards that leverage data from both curated and custom rules. 
● Ability to create rule exclusions to minimize the amount of false positives. 
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● Ability to natively perform automatic data normalization to create a Unified Data Model (UDM). 
● Ability to leverage open-source-intelligence (OSINT) to identify threats. 
● Ability to provide natively integrated real-time threat intelligence from sources that include, but are 

not limited to, Mandiant and VirusTotal. 
● Ability to utilize behavioral analytics that baselines normal behavior and provides tailored 

detections. 
● Ability to utilize native AI capabilities to generate queries and search through data using natural 

language.  
● Ability to support detection rules built off of the YARA-L Language. 
● Ability to map alerts to MITRE ATT&CK framework. 
● Ability to assign a risk scoring to entities and/or activities and behavior that are identified.  
● Ability to support various collection agents including, but not limited to, Bindplane. 
● Ability to support both pre-built and custom log types. 
● Ability to display geographical map representation of IP address locations in relation to known 

indicators of compromise (IOC). 
 

3.2.3 Content Integration 
 

CONTRACTOR’s system shall be able to fully ingest data from the STATE’s current information 
technology landscape, which includes, but is not limited to, Microsoft Entra ID, OKTA, SentinelOne, 
Google Workspace, and Palo Alto Panorama. 
 

• The solution shall be able to intake and ingest data from various security solutions through direct 
integrations and log forwarders.  

• The solution shall have an administration console that is accessible through web browsers that 
include, but are not limited to, Mozilla Firefox, Google Chrome, Microsoft Edge, and Safari.  

 
   
3.3 Offeror Qualifications 

 
The purpose of the Offeror Qualifications section is to provide the STATE the ability to verify the 
experience and knowledge claims made in the proposal by the Offeror and to assess the Offeror's prior 
record in providing services to other organizations.   
 
Failure on the Offeror's part to meet the requirements herein may result in a determination of non-
responsiveness and subsequent disqualification of Proposal. These requirements shall remain in effect 
throughout the entire contact period. Failure to maintain these requirements may result in cancellation of 
award or early, partial or full termination of a contract. 
 
Minimum Qualifications of the Offeror are as follows: 
 
3.3.1 Offeror shall agree to and sign Appendix E, Schools and Libraries Cybersecurity Pilot Program 

Supplemental Terms and Conditions. 
 

3.3.2 Offeror shall have the capacity to manage and monitor administrative contract requirements. 
 
3.3.3 Offeror shall obtain and pay for all permits, certificates, and licenses required and necessary for 

the performance of the work specified herein, shall post all notices required by law, and shall 
comply with all laws, ordinances, and regulations bearing on the conduct of the work specified.  

 
3.3.4 The Offeror shall comply with all business registration requirements prior to commencing work 

under the contract.  
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4. PROPOSAL  
 
4.1 General Requirements 
 

4.1.1 Any and all costs incurred by an Offeror in preparing and submitting a Proposal and 
conducting discussions, if any, shall be at the Offeror’s sole expense and are the 
Offeror’s sole responsibility. This includes the cost of any visits to client references, and 
STATE locations by an Offeror, but does not include any costs incurred by the STATE or 
its representatives for Offeror demonstrations or site visits. 

 
4.1.2 Before submitting a proposal, each Offeror must examine the solicitation documents 

thoroughly. Solicitation documents include this RFP, any attachments, and any other 
relevant documentation.  

 
4.1.3 Offerors are charged with presumptive knowledge of all requirements of all cited 

authorities. Offeror must become familiar with state, local, and federal laws, ordinances, 
rules, and regulations that may in any manner affect cost, progress, or performance of 
the work before submitting a proposal. Submission of a proposal by any prospective 
Offeror shall constitute admission of knowledge on the part of such Offeror. 

 
4.1.4 The Scope of Work, Minimum Contract Provisions, General Conditions and other 

documents referenced in or attached to the proposal shall be considered a part of the 
proposal submitted, whether or not attached to the proposal at the time of submission. 
Such documents shall not be altered in any way; any alterations so made by the Offeror 
may result in rejection of the proposal. 

 
4.1.5 Submission of a proposal shall constitute an incontrovertible representation by the 

Offeror of understanding, acceptance, and compliance with every requirement of this 
RFP, and that the RFP documents are sufficient in scope and detail to indicate and 
convey reasonable understanding of all terms and conditions of performance of the work. 

 
4.1.6 Any proposal may be withdrawn at any time on the HIePRO prior to the deadline for 

receipt of offers. The withdrawal of a proposal shall not prejudice the right of an Offeror to 
submit a new proposal, but any such new proposal must be received before the stated 
deadline. 

 
4.1.7 A proposal that contains any omission, erasure, addition not called for, conditional offer 

or irregularity of any kind may be rejected. Corrections, if necessary, may be made by 
submitting a revised proposal on the HIePRO prior to the proposal due date and time. 

 
4.2 Confidential Information in Proposal 

 
The contents of any proposal shall not be disclosed during the review, evaluation, or discussion process. 
Once the notice of the award is posted, all proposals (both successful and unsuccessful) become 
available for public inspection. 
 
If an Offeror believes that any portion of its proposal contains information that should be withheld as 
confidential, then the Procurement and Contracts Branch should be so advised in writing. Offeror shall 
request in writing nondisclosure of designated trade secrets or other proprietary data to be confidential. 
Such data shall accompany the Proposal, be clearly marked, and shall be readily separable from the 
Proposal in order to facilitate eventual public inspection of the non-confidential portion of the Proposal. 
 
Whether those parts shall remain confidential will be determined under § 3-122-58(b), HAR and Chapter 
92F, HRS. Pursuant to Section 3-122-58, HAR, if a person requests to inspect the portions of a proposal 
designated as confidential, the head of the purchasing agency or designee shall consult with the 
Department of the Attorney General and make a written determination in accordance with Chapter 92F, 
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HRS. If the request for confidentiality is denied, such information shall be disclosed as public information, 
unless the Offeror appeals the denial to the Office of Information Practices in accordance with Section 
92F-42(12), HRS. 

 
4.3 Proposal Preparation 
 
One of the objectives of this RFP is to make proposal preparation easy and efficient, giving Offerors 
ample opportunity to highlight their proposals. The evaluation process must also be manageable and 
effective. When an Offeror submits a proposal, it shall be considered a complete plan for accomplishing 
the tasks described in this RFP and any supplemental tasks the Offeror has identified as necessary to 
successfully meet the obligations outlined in this RFP. 
 
The proposal shall describe in detail the Offeror's ability and availability of services to meet the primary 
project goal of this RFP as stated herein. Proposals shall be prepared in a straightforward and concise 
manner, in a format that is reasonably consistent and appropriate to the purpose of this RFP. Emphasis 
shall be on completeness and clarity of content. If any additional information is required by the STATE 
regarding any aspect of an Offeror’s proposal, such information shall be provided within two (2) working 
days of the STATE’s request unless otherwise stated or directed by the STATE. 
 
4.4 Proposal Security 
 
A Bond is not required if submitting a Proposal. 
 
4.5 Proposal Submission and Format 
 
This section prescribes the standard format for a proposal submitted in response to this RFP.  
 
Offeror shall submit a Proposal using the exact forms or reproductions of such forms as provided and as 
otherwise instructed by this RFP. Failure to comply may result in a determination that the proposal is non-
responsive. 
 
The standard format will facilitate the STATE’s review, comparison, evaluation of proposals, and 
verification as to whether the minimum requirements are met by each Offeror and the Offeror’s Proposal. 
The format is not intended to limit the content of a proposal in any way. The Offeror may include any 
additional data or information that is deemed pertinent to this RFP.  
 
This electronically submitted offer shall be considered the original. Any offers received outside of the 
HIePRO shall not be accepted or considered for award, unless otherwise specified herein. The maximum 
file size that HIePRO can accept is 100MB. Files larger than 100MB must be reduced into two (2) or more 
files. 
 
Proposals shall be submitted and received electronically by the specified due date and time through the 
HIePRO (http://hiepro.hawaii.gov).  
 
4.6 Proposal Organization and Content 
 
Proposals shall be organized in this order:  
 

Table of Contents:   The table of contents shall clearly identify the material by section and by 
page number. 

Section 1:  Offeror Identification and Information Form (Appendix A) 
Section 2:   Executive Summary 
Section 3:   Offeror Qualifications (including subsections: Offeror History and 

Background, Offeror Reference Form (Appendix B), and Experience) 
Section 4:   Offeror Financials 
Section 5:   Subcontractors (if any) 
Section 6:   Proposed Solution; Technical Proposal 

http://hiepro.hawaii.gov/
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Section 7:   Price Proposal (Appendix C) 
Attachment A: Attachments (Appendix E) 
Attachment B:   Proof of Compliance Documents 

 
Additional information about specific requirements of each section follow. 
 
4.7 Offeror Identification and Information Form (Appendix A) 
 
Offeror shall submit the Proposal under the company’s exact legal name as registered with the 
Department of Commerce and Consumer Affairs, if applicable, and shall indicate exact legal name in the 
appropriate space on the Offeror Identification and Information Form. Failure to do so may result in 
rejection of the proposal or delay proper execution of a resulting contract, if any. 

 
The Offeror’s authorized signature on the OFFEROR IDENTIFICATION AND INFORMATION FORM 
shall be an original signature in ink, which shall be required before an award, if any, can be made. The 
submission of the proposal shall indicate Offeror’s intent to be bound. 
 
A hard copy (original signature in ink) of the OFFEROR IDENTIFICATION AND INFORMATION FORM 
must also be received by the Hawaii State Department of Education, Procurement and Contracts Branch, 
94-275 Mokuola Street, Room 200, Waipahu, Hawaii 96797, within five (5) working days after the 
proposal due date.  

 
4.8 Executive Summary  
 
The executive summary shall summarize the contents of the Proposal in a way that gives readers a broad 
understanding of the entire Proposal and must also contain the following:  
 
Terms and Conditions - A statement that the Offeror understands and shall comply with all terms and 
conditions of the RFP (including the General Conditions). If an Offeror does not plan to comply with one 
or more of the terms or conditions of the RFP, this must be stated; ALL exceptions must be listed and 
fully described. The STATE reserves the right to accept or not accept any exceptions. 

 
Assumptions or Constraints - A statement on whether the Proposal contains any assumptions or 
constraints and must also identify and describe each such assumption and constraint. If neither 
assumptions nor constraints are included in the Proposal, a statement to that effect must be made.  

 
Deviations - If the Proposal deviates from the specifications or requirements of the RFP, a statement must 
be included identifying and describing each such deviation. If no deviations are included in Offeror’s 
Proposal, a statement to that effect must be made. 

 
Subcontracting - A statement that the products and services of the proposed solution shall be provided 
solely by the Offeror and the Offeror’s company or whether a subcontractor(s) shall assist. The Offeror’s 
use of subcontractor(s) requires the prior written approval of the STATE. 
 
Taxable Transaction – Work to be performed under this solicitation is a business activity taxable under 
Chapter 237, HRS, and vendors are advised that they may be liable for payment of the Hawaii General 
Excise Tax (GET). If an Offeror is a person exempt by the HRS from paying the GET and therefore not 
liable for the taxes on this solicitation, Offeror shall state its tax exempt status and cite the HRS chapter or 
section allowing the exemption. 
 
Pending Litigation – The Offeror shall disclose any pending litigation to which they are a party, including 
the disclosure of any outstanding judgment. If applicable, please explain how litigation may materially 
impact the Offeror or the Offeror’s ability to fully perform and complete any work under the contract. 
 
Other Notable Items - The Offeror shall disclose any other items of note that may have material impact 
the Offeror or the Offeror’s ability to fully perform and complete any work under the contract. 
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4.9 Offeror Qualifications 

 
This section of the Proposal shall include the following: 
 
4.9.1 Offeror History and Background. Offeror shall describe its corporate background and experience 

including its size and resources, details of corporate experience relevant to the Project and a list 
of other current or recent related projects by providing the following:  
 

• General information about the Offeror's organization 
• Ownership (e.g., public company, partnership, or subsidiary)  
• Corporate office location 

 
4.9.2 Offeror Reference Form (Appendix B). Offeror shall include three (3) recent client references, 

preferably with at least two (2) being a State of Hawaii government reference, that includes a 
description of projects previously performed by the Offeror that are relevant to this Project and 
demonstrate the Offeror's qualifications and experience, including client name, address, contact 
information, time period of the project, brief description of the project, and any other information 
deemed necessary to understand the project. The STATE reserves the right to inquire with 
references about Offeror’s performance and reliability. 

 
4.9.3 Experience. Offeror shall provide details of Offeror’s relevant experience working with other School 

Districts similar in nature to the services listed herein. Offeror shall provide their experience with the 
proposed solution’s design, implementation, and maintenance of Endpoint Detection and Response 
and/or Security Information and Event Management (SIEM). Offeror shall also provide relevant E-
rate experience.  

 
In addition, Offeror shall provide the following information relative to the past five (5) years (or the 
number of years the Offeror has been in business, whichever is less): 

 
1. Whether the Offeror has had a contract terminated for default or cause. If so, Offeror shall 

submit full details. 
2. Whether the Offeror has been assessed any penalties in excess of $10,000.00, including 

liquidated damages, under any of its existing or past contracts with any organization 
(including any governmental agency). If so, Offeror shall provide complete details, including 
the name of the organization, the reason for the penalty, and the penalty amount for each 
incident. 

3. Whether the Offeror was the subject of any governmental action limiting the right of the 
Offeror to do business with that entity or any other governmental entity. 

4. Whether trading in the stock of the company has ever been suspended with the date(s) 
and explanation(s). 

5. Whether the Offeror, any officer of the Offeror, or any owner of a 20% or greater interest in 
the Offeror has filed for bankruptcy, reorganization, a debt arrangement, moratorium, or 
any proceeding under any bankruptcy or insolvency law, or any dissolution or liquidation 
proceeding. If so, describe prior proceedings, as described in the previous sentence. 

6. Whether the Offeror, any officer of the Offeror, or any owner of a 20% or greater interest in 
the Offeror has been convicted of a felony or is currently under indictment on any felony 
charge. 

 
4.10 Offeror Financials 
 
This section of the proposal shall include the financial statements of the Offeror, preferably audited, for 
the previous three (3) years. If this data is unaudited, copies of filed tax returns must be provided. This 
may include, but is not limited to, Bank references; Statement of Income and Retained Earnings for the 
last three years; Statement of Changes in Financial Position for the last three years; Balance Sheet for 
the last three years; and Opinions concerning financial statements from a Certified Public Accountant for 
the last two years.  
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4.11 Subcontractors (if any) 
 
It is not expected that Offeror will need to use subcontractors. But if applicable, the Offeror may propose 
to fulfill any of the responsibilities outlined herein by entering into a subcontract with an individual, 
organization, or other entity that possesses the requisite expertise to fulfill the requirements of the RFP. 
The Offeror shall retain sole responsibility for the completion of all tasks and for the quality of the work 
product. The use of subcontractors shall not place additional burdens or demands on the STATE (e.g., 
coordinating with staff from multiple CONTRACTORS).  

 
For any item listed herein to be fulfilled by a subcontractor, the Offeror shall provide a description of the 
proposed partner and the subcontractor’s capability to meet the demands of the RFP. In the event the 
Offeror elects to engage the participation of a subcontractor, the STATE retains the right to approve the 
selection of the subcontractor and the proposed role that the Offeror shall fulfill under this contract.  

 
If a proposal involves the use of any subcontractor, the subcontractor shall also comply with the Offeror 
qualifications requirements identified in the following sections: 
 

Offeror History and Background 
Offeror Reference Forms 
Experience 
Offeror Financials 

 
4.12 Proposed Solution; Technical Proposal 
 
Offeror is not required to submit a proposal for both Groups, GROUP 1 - Endpoint Detections and 
Response (EDR) and GROUP 2 - Security Information and Event Management (SIEM). However, Offeror 
must demonstrate how their proposed solution meets the scope of work for each group proposed to be 
considered for that group award.  
 
Offeror shall specify the capabilities of their proposed solution and how the proposed solution meets the 
Group’s scope of work specified in RFP Section 3, Scope of Work. Offeror must reproduce the Group’s 
Scope of Work and indicate an affirmative or negative response to each requirement/feature/tool/content 
integration, as applicable, and provide information regarding the proposed solution’s design, 
implementation, capability, configuration, execution, integration, or any other information applicable to 
meet the Group’s requirements/features/tools/content integration, as applicable. Any 
requirement/feature/tool/content integration, as applicable, that is left blank will equate to a negative 
response and will be evaluated accordingly. 
 
4.13 Price Proposal (Appendix C) 
 
Appendix C, Price Proposal, shall be used by the Offeror to provide the necessary pricing data for each 
Group proposed. The price proposal shall be inclusive of all costs, direct or indirect, and all applicable 
taxes, as required for the fulfillment of the contract. The price proposal must address tasks described in 
the scope of work, and any other tasks necessary, and specify all costs to be incurred within the contract 
period. 
 
Offeror shall refer to the Eligible Services List at the Schools and Libraries’ website at 
http://www.usac.org/e-rate. Offeror is responsible for ensuring that all submissions are on the Eligible 
Services List, or if not, are so noted and priced separately. 
 
Where cost items are not fixed, the Offeror shall estimate the proposed cost and provide an explanation 
regarding the methodology used to reach the cost estimate. This shall include a break-out by contract 
time/hours as one underlying rationale for the cost estimate. The costs in the proposal shall be based on 
equivalent market prices, and have been arrived at independently without consultation, communication, 
as to any matter related to such prices with any other Offeror for this RFP. In the event the Offeror intends 
to enter into a partnership with a subcontractor, Offeror shall provide all necessary cost information 

http://www.usac.org/e-rate
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regarding the subcontracted task. 
 
4.14 Attachments 
 
In this section of the Proposal, Offeror shall include the following:  
 

• Appendix E, Schools and Libraries Cybersecurity Pilot Program Supplemental Terms and 
Conditions, signed.  

 
4.15 Proof of Compliance Documents 
 
Offeror is advised that if awarded under this RFP, Offeror shall, upon award, furnish the required 
certificates and documentation (refer to RFP section regarding Responsibility of Offerors). In order to 
expedite contract execution, if any, it is highly recommended that the certificates be submitted with the 
Offeror’s Proposal as follows:  
 

A. Certificate of Compliance as issued by the Hawaii Compliance Express online system 
B. Certificate of Insurance  

 
4.16 Certification of Independent Cost Determination  
 
By submitting a proposal in response to this solicitation, Offeror certifies as follows: 
 

4.16.1 The costs in this RFP have been arrived at independently, without consultation, 
communication, or agreement with any other Offeror, as to any matter relating to such 
costs for the purpose of restricting competition. 

 
4.16.2 Unless otherwise required by law, the costs which have been quoted in response to this 

RFP have not been knowingly disclosed by the Offeror prior to award, directly or 
indirectly, to any other Offeror or competitor prior to the award of the contract. 

 
4.16.3 No other attempt has been made or will be made by the Offeror to solicit or implore any 

other person or firm to submit or not to submit a proposal in response to this RFP for the 
purpose of restricting competition. 
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5. PROPOSAL EVALUATION 
 
The STATE reserves the right to reject any or all Proposals, and waive any defects if the STATE believes 
the rejection or waiver to be in the best interest of the STATE. 
 
The evaluation will be based solely on the evaluation criteria detailed in this RFP, and shall be performed 
by the selected members of the Evaluation Committee consisting of at least three (3) governmental 
employees with sufficient qualifications and experience in this area.  
 
Evaluation criteria and the associated points are listed below. Quantitative scoring techniques will be 
utilized to maximize the objectivity of the evaluation. 
 
A contract may be awarded on the basis of initial Proposals received, without discussion. Therefore, each 
initial proposal shall contain the Offeror's best terms from a technical and cost/price standpoint. 
 
Proposals may be classified initially as acceptable, potentially acceptable, or unacceptable. Discussions 
may be conducted with Offerors who submit proposals determined to be acceptable or potentially 
acceptable of being selected for award, but proposals may be accepted without such discussions. 
 
The final selection of a Successful Offeror(s), if any, will be made in accordance with the evaluation 
criteria as specified herein. 
 
5.1 Evaluation Process Overview  

The Evaluation Committee will apply a numerical rubric to evaluate the proposals. The following sections 
describe the evaluation process in more detail. 
 

Phase 1: Preliminary Evaluation of Proposals 
Phase 2: Rating and Determination of Priority Listed Offerors 
Phase 3: Discussion with Priority-Listed Offerors (at STATE’s option) 
Phase 4: Best and Final Offers (at STATE’s option) 
Phase 5: Selection and Award 

 
5.2 Evaluation Criteria 
 
Scoring under this RFP shall be based on a total of 100 points. Offerors must score a minimum of 
80 points to be considered for award. Proposals that score less than 80 points will be rejected and 
shall not be considered for award. 
 
For evaluation purposes, pursuant to §103D-1008, HRS, a tax-exempt proposal submitted in response to 
a solicitation shall be increased by the applicable retail rate of general excise tax and the applicable use 
tax. Under no circumstance shall the dollar amount of the award include the aforementioned adjustment. 
 

Criteria Maximum 
Points 

Proposal is complete as submitted 5 
Relevant experience with State of Hawaii 15 
E-rate experience 10 
Compatibility and interoperability with the STATE’s existing systems 15 
Impact to STATE Staff (training and knowledge of product) 10 
Proposed solution meets technical requirements 15 
Cost of Cybersecurity Pilot Program Eligible Equipment per Group 
 
For evaluation purposes, the following will be used to calculate total evaluated price:  

• GROUP 1 - Endpoint Detections and Response (EDR): Total Costs (Items 1 
through 7). 

30 
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• GROUP 2 - Security Information and Event Management (SIEM): Total Costs 
(Item 1) 

 
A total of 30 points will be awarded to the lowest of the submitted price proposals per 
Group on Appendix C, Price Proposal. Proposals with higher prices will receive a fraction 
of 30 points; the number of points assigned to higher priced proposals will be determined 
by the following formula: lowest proposal price multiplied by the maximum point available 
for price, divided by the higher proposal price. The fractional value of points to be 
assigned will be rounded to one decimal place. 
 
Example: Lowest price proposal was $100,000 and receives 30 points. The next lowest 
price proposal was $125,000 and received 24 points  
 
[(Lowest Proposal Price) x 30 points] / (Higher Proposal Price) 
 

 
5.3 Preliminary Evaluation 
 
A preliminary evaluation shall determine whether each proposal is considered responsive, thus justifying 
further evaluation. In its preliminary evaluation, the STATE will examine the completeness of each 
proposal, and its compliance with the instructions, terms and conditions in this RFP. Subsequent review 
and evaluation will be based on the criteria stated in Section 5.2. Any proposals that are incomplete or 
that do not comply with the instructions or terms and conditions may be rejected by the STATE and 
excluded from further consideration. 
 
Responsive proposals must meet all submittal requirements and the minimum eligibility requirements 
described in the RFP. 
 
5.4 Priority-List of Offerors  
 
Before conducting discussions, a priority list shall be generated by the Evaluation Committee. In order to 
generate a priority list, proposals shall be initially classified as acceptable, potentially acceptable or 
unacceptable.  
 
All responsive Offerors who submit acceptable proposals or potentially acceptable proposals are eligible 
for the prioritized listing. 
 
If numerous acceptable and potentially acceptable proposals are submitted, the Evaluation Committee 
may limit the priority list to at least three (3) responsible Offerors who submitted the highest-ranked 
proposals. 

 
5.5 Discussions with Priority-Listed Offerors (at STATE’s Option) 
 
Discussions may be conducted with Priority-Listed Offerors if deemed advantageous by the STATE. 
Discussions will be limited to only "priority-listed" Offerors and are held 1) to promote understanding of the 
STATE requirements and the priority-listed Offeror's proposals and 2) to facilitate arriving at a contract 
that will provide the best value to the STATE, taking into consideration the evaluation factors set forth in 
the RFP. Discussions may include Offeror presentation of its Proposal, interviews with Offeror’s key 
personnel, demonstrations, site visits, or teleconferences. Any discussions shall be conducted in an 
organized and consistent manner established by the STATE, and in accordance with the following: 
 

5.5.1 Priority-listed Offerors shall be accorded fair and equal treatment with respect to any 
opportunity for discussions and revisions of proposals. 

 
5.5.2 Any substantial oral clarification of a proposal shall be reduced to writing by the priority-

listed Offeror. 
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5.5.3 If during discussions there is a need for any substantial clarification or change in the 
RFP, the RFP shall be amended by an addendum to incorporate the clarification or 
change. Addenda to the RFP shall be distributed only to the priority-listed Offerors. 

 
5.5.4 Priority-listed Offerors may be permitted to amend proposals already submitted, limited to 

the discussions conducted. 
 

5.5.5 If in the opinion of the Evaluation Committee a contemplated amendment will significantly 
change the nature of the procurement, the RFP shall be canceled and a new RFP will be 
issued. 

 
5.5.6 The contents of any proposal shall not be disclosed so as to be available to competing 

Offerors during the discussion process.  
 
5.6 Best and Final Offers (at STATE's Option) 

 
Following discussions between the Evaluation Committee and the Priority-listed Offerors, each Priority-
listed Offeror may be asked to provide their best and final offer. In that event, the procedure as listed 
below shall apply.  

 
5.6.1 The Evaluation Committee will establish a date and time for submission of best and final 

offers. 
 
5.6.2 Offerors may be afforded the opportunity to revise their proposals, including price, during 

the best and final offer phase.  
 

5.6.3 If an Offeror does not submit a notice of withdrawal or a best and final offer, the Offeror’s 
immediate previous proposal will be construed as their best and final offer.  

 
5.6.4 After best and final proposals are received, final evaluations will be conducted for an 

award. 
 

5.6.5 Best and final offers shall be submitted only once, unless the Head of the Purchasing 
Agency determines that it is in the STATE's best interest to conduct additional 
discussions or change the STATE's requirements by addendum distributed only to 
priority-listed offerors and require another submission of best and final offers. Otherwise, 
no discussion of or change in the best and final offers shall be allowed prior to award. 
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APPENDICES: 

Appendix A: Offeror Identification and Information Form 

Appendix B: Offeror Reference Form 

Appendix C: Price Proposal 

Appendix D: Contract Minimum and Special Conditions 

Appendix E: Schools and Libraries Cybersecurity Pilot Program Supplemental Terms and Conditions 

Appendix F: State of Hawaii’s General Conditions 
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Appendix A 
OFFEROR IDENTIFICATION AND INFORMATION FORM 

 
Exact Legal Name of Offeror, including 
“dba” or “division” of a corporation 
(furnish the exact legal name of the 
entity under which an awarded contract, 
if any, will be executed): 

 

Address: 
Principal Place of Business 

(may not be a P.O. Box): 

 

Mailing Address (only if different): 
 

Payment Address (only if different) 
 

Offeror’s Primary Contact Person: 
Name 

 

Title  

Telephone Number  Fax Number  

Email Address  

Federal Tax Identification Number:  

State of Hawaii General Excise Tax 
License Number: 

 

Type of Business 
Entity (check one): 

  Sole Proprietor         Partnership          Corporation          Joint Venture 
   Limited Liability Company        Other      

Names of all Offeror’s parent, affiliate 
and subsidiary organizations: 

 

Offeror is either: 

   A Hawaii business incorporated or organized under the laws of the State of 
Hawaii; OR 

 
   A Compliant Non-Hawaii business incorporated or organized under the laws of 

the State of          on (date) _____________, and, if applicable, 
registered with the State of Hawaii Department of Commerce and Consumer 
Affairs Business Registration Division to do business in the State of Hawaii. 

The undersigned has carefully read and understands the terms and conditions specified herein and hereby 
submits the following offer to provide the goods and/or perform the work specified herein, all in accordance 
with the true intent and meaning thereof, and further that the Offeror shall comply with all terms, conditions 
and requirements of the solicitation. The undersigned further understands and agrees that by submitting 
this offer, 1) the undersigned is declaring the undersigned’s offer is not in violation of Chapter 84, Hawaii 
Revised Statutes, concerning prohibited State contracts, and 2) the undersigned is certifying that the 
price(s) submitted was (were) independently arrived at without collusion. 

 
       
Authorized (Original in ink) Signature  Name (printed) 

       
 

        
Title    Date 
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Appendix B 
OFFEROR REFERENCE FORM 

 
Directions: 

1. Provide information regarding three (3) recent, relevant projects, preferably with at least two (2) 
being a State of Hawaii Government reference, who may be contacted for whom services were 
rendered. The Department reserves the right to contact Offeror’s previous clients to inquire about 
Offerors performance and reliability. 

2. Any supplemental information related to this project, although not required, should be attached to 
the respective Appendix B, Offeror Reference Form. 

 
Name of Your Company:  
Name of Client:  

Client Address:  

Name of Client Contact Person:  

Client’s Phone Number:  

Client’s Email Address:  

Date or period of project and/or service:  

 
Description of project and/or services rendered: 

 

 
Other Information or comments: 

 
 

 
☐ check here if supplemental information related to this project is attached. 
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Appendix C 
PRICE PROPOSAL 

 
The price proposal shall be inclusive of all costs, direct or indirect, and all applicable taxes, as required for 
the fulfillment of the contract. Appendix C, Price Proposal, shall be used by the Offeror to provide the 
necessary pricing data for each Group proposed for the proposal evaluation.  
 
 Attached.  
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Refer to RFP Section 3.1, GROUP 1, Endpoint Detections and Response (EDR).

Item 
No. Equipment Description - Or Equal

Component Breakdown Item SKU or 
equal* Item Included WIth System Specify Manufacturer or Equal

Projected 
Quantity  Total Cost

1
Singularity Platform. Access to the 
Singularity Platform, includes initial SDL 
Ingest

SentinelOne - Part#: PF-PLT-FF-T1-C 1

2

Platform Pro (Per Endpoint). Advanced 
enterprise endpoint and policy 
management tools, users and roles 
management, bandwidth control, and 
virtual dedicated console

SentinelOne - Part#: PM-PLP-ND-T8-C 50,000

3
Cloud Funnel Data Export (Per 
Endpoint). Export cloud funnel data 
from Singularity Data Lake

SentinelOne - Part#: PM-CFL-ND-T1-C 50,000

4

Complete Protection Platform with AI 
(Per Workstation). EPP + EDR, with 
NGAV
(AI),Rogues IoT, Firewall Control, 
Device Control, Remote Shell, EDR 
Hunting and
Investigation and up to 100 concurrent 
STAR Rules, Annual Purple Query, 
Standard support plan

SentinelOne - Part#: S1-CMPAI-EN-T8-C 49,900

5

Complete Cloud Workload Security with 
AI (Per Server). EPP + EDR, with 
NGAV (AI), Rogues IoT,Firewall 
Control, Device Control, Remote 
Shell,Deep Visibility and up to 100 
concurrent STAR Rules, Annual Purple 
Query, Standard Support Plan

SentinelOne - Part#: S1-CMPAI-CW-T8-C 100

6
Premium Support (Flat Fee). Premium 
Support includes 24x7 Support, e-
mail/web/phone channels

SentinelOne - Part#: PES-ATCV-FF-T1-C 1

7

Singularity Network Discovery (per 
Endpoint). Enterprise-wide Discovery of 
IT/IoT, Attack Surface Reduction, Peer-
to-Peer Deployment Capability for 
SentinelOne Agents

SentinelOne - Part#: SP-RGR-ND-T8-C 50,000

Appendix C
PRICE PROPOSAL 

GROUP 1 - Endpoint Detections and Response (EDR) 

*TRADE NAMES AND ALTERNATIVES
For convenience in designation on the plans or in the specifications, certain articles or materials to be incorporated in the work may be designated under a trade name or in the name of a manufacturer. Whenever in specifications any materials, 
process, or article is indicated or specified by grade, patent, or proprietary name or by name of manufacturer, such specification shall be deemed to be used for the purpose of facilitating description of material, process or article desired and 
Offeror/service provider may, unless otherwise stated, offer any material, process or article which shall be substantially equal or better in every respect to that so indicated or specified. Burden of proof as to equality of any material, process or 
article shall rest with Offeror/service provider. Offeror/Service Provider shall submit request together with substantiating data for substitution of any "or equal" item within their proposal. All “or equal” components must not void and must be 
supported by corresponding manufacturer warranty. 

The STATE retains the right to be sole judge as to whether equivalency has been proven and whether alternates will be accepted.



FCC USAC CYBER SECURITY PILOT PROGRAM ENDPOINT DETECTION AND RESPONSE SOLUTION AND A SECURITY INFORMATION AND EVENT MANAGEMENT SOLUTION
RFP D26-007

Refer to RFP Section 3.1, GROUP 2, Security Information and Event Management (SIEM).

Item 
No. Equipment Description - Or Equal

Component Breakdown Item 
SKU or equal* Item Included With System Specify Manufacturer or Equal

Projected 
Quantity  Total Cost

1
Google SecOps Enterprise US Subscription SKU 
Bytes of data ingested in US for the Enterprise 
package under subscription

65,000

Appendix C
PRICE PROPOSAL 

GROUP 2 - Security Information and Event Management (SIEM) 

*TRADE NAMES AND ALTERNATIVES
For convenience in designation on the plans or in the specifications, certain articles or materials to be incorporated in the work may be designated under a trade name or in the name of a manufacturer. Whenever in specifications any materials, 
process, or article is indicated or specified by grade, patent, or proprietary name or by name of manufacturer, such specification shall be deemed to be used for the purpose of facilitating description of material, process or article desired and 
Offeror/service provider may, unless otherwise stated, offer any material, process or article which shall be substantially equal or better in every respect to that so indicated or specified. Burden of proof as to equality of any material, process or 
article shall rest with Offeror/service provider. Offeror/Service Provider shall submit request together with substantiating data for substitution of any "or equal" item within their proposal. All “or equal” components must not void and must be 
supported by corresponding manufacturer warranty. 

The STATE retains the right to be sole judge as to whether equivalency has been proven and whether alternates will be accepted.
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Appendix D 
CONTRACT MINIMUM AND SPECIAL CONDITIONS 

 
1. Contract Administrator 
 
For purposes of this contract, the person named below or the duly authorized representative or successor 
in office is designated Contract Administrator (CA). The CA may be contacted as follows: 

 
Contract Administrator: Jonathan Chee 
Telephone Number: (808) 564-9427 
e-mail Address:  jonathan.chee@k12.hi.us 

 
The CA is responsible for: 

● the terms, conditions, quantities, specifications, scope of services, other contract terms, and all 
decisions relating to the contract; 

● monitoring the CONTRACTOR’s work, documenting that CONTRACTOR maintains the required 
insurance coverage (if applicable), resolving contract disputes and discrepancies, evaluating the 
work of the CONTRACTOR, assuring the services or goods are delivered as required in the 
contract, and processing payment for services rendered; and 

● notifying Procurement and Contracts Branch in the event of change in scope of work, change in 
the performance period, increase or decrease in total compensation, and/or changes in any other 
contract terms. 

 
Notwithstanding the responsibilities set forth hereinabove, any coordination of services falling outside 
those articulated above shall remain with the head of the purchasing agency, as set forth in the attached 
General Conditions (see General Conditions, paragraph 1, entitled “Coordination of Services by the 
STATE.”). 
 
2. Verification of Employees 
 
In accordance with State rules and regulations, CONTRACTOR shall conduct mandatory criminal 
background checks at no cost to the STATE, on any employee, agent, subcontractor or volunteer working 
in close proximity or working directly with students. 
 
CONTRACTOR shall notify the STATE, verbally within twenty-four (24) hours, upon learning of the 
occurrence of any of the events indicated below: 
 

2.1 Any employee, agent, subcontractor or volunteer’s license required to perform services under 
this contract is or has been suspended, conditioned, revoked, expired, or terminated; 

 
2.2 Any employee, agent, subcontractor or volunteer becomes or has been the subject of any 

disciplinary proceeding or action before any federal or state agency or Board; 
 
2.3 Any employee, agent, subcontractor or volunteer has been arrested or is under investigation 

for assault, sexual assault, child pornography or sex trafficking. 
 
2.4 Any employee, agent, subcontractor or volunteer is or has been convicted of a fraud or 

felony; and 
 
2.5 Any claim, judgment or settlement in which the CONTRACTOR or any of its employees, 

agents, subcontractors or volunteers is or has been named a defendant. 
 
CONTRACTOR shall maintain the background check records, and shall make the records available for 
review upon request. Upon review of these records, the STATE reserves the right to request additional 
background information. 
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3. Exclusion of Specific Workers 
 
The STATE reserves the right to require the CONTRACTOR to remove an employee, agent, 
subcontractor or volunteer (Worker) from performing work under this contract. The Contract Administrator 
shall notify the CONTRACTOR in writing and this exclusion of a specific Worker(s) shall take effect as 
indicated on the notice. The CONTRACTOR may appeal this decision to the Contract Administrator, in 
writing within ten (10) working days of receipt of the notice. Removal of the Worker(s) shall remain in 
effect pending the outcome of the appeal. This provision shall not infringe upon the right of the 
CONTRACTOR to employ the removed individual, but shall apply to any work requiring interaction with 
the STATE, its employees or students.  
 
4. Conduct 
 

4.1 The CONTRACTOR’s employees, agents, subcontractors or volunteers must sign in at the 
school office when entering a school campus and sign out when leaving a school campus.  

 
4.2 The CONTRACTOR’s employees, agents, subcontractors or volunteers must comply with 

and utilize the STATE’s visitor management system, in accordance with STATE protocol, 
when reporting to any school campus to provide services. 

 
4.3 In addition, all CONTRACTOR’s employees, agents, subcontractors or volunteers must wear 

a picture identification badge listing agency name, employee name, and position at all times 
while on school premises. 

 
4.4 The CONTRACTOR’s employees, agents, subcontractors or volunteers must maintain a 

professional attitude, work ethic, and appearance. 
 
5. Harm To Students Registry 
 
The purpose of Act 156, Session Laws of Hawaii (SLH) 2024, was to create a registry for all preschools 
and K-12 educational institutions within the State of Hawaii containing information on school employees, 
contractors, or volunteers for whom, as a result of an investigation, a final finding has been issued that 
the individual has inflicted harm on a student, with the goal of preventing those individuals from 
subsequently gaining employment in any other public or private preschools and K-12 institutions in 
Hawaii. 
 
The CONTRACTOR acknowledges and agrees to comply with the requirements set forth by Act 156, SLH 
2024, and any other rules, regulations and laws, regarding the reporting and investigation of misconduct 
involving harm or maltreatment of students in educational institutions. 
 
Should the STATE need to conduct an investigation into whether or not a contractor or contractor’s 
employee, agent, subcontractor, or volunteer engaged in acts or omissions that resulted in the infliction of 
harm to a student, the CONTRACTOR shall ensure the following: 
 

5.1 The CONTRACTOR shall inform the CONTRACTOR’s employees, agents, subcontractors, 
or volunteers that an investigation is being conducted pursuant to Act 156, SLH 2024; 

5.2 The CONTRACTOR, including the CONTRACTOR’s employees, agents, subcontractors, or 
volunteers shall cooperate and assist the STATE should there need to be an investigation; 

5.3 The CONTRACTOR shall provide the following to the STATE within five (5) business days 
from the date of the request: 
5.3.1 Full legal name and any prior names used, such as maiden name or married name; 
5.3.2 Date of birth; 
5.3.3 Photograph; 
5.3.4 Last known address; 
5.3.5 Any and all other STATE contracts that this individual is working on; and 
5.3.6 Any and all information and documents requested by the STATE during the course of 

an investigation. 
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Should the STATE not receive the full cooperation of the CONTRACTOR, or the CONTRACTOR’s 
employees, agents, subcontractors, or volunteers, the STATE will move forward with and complete the 
investigation with the information it has available. 
 
Should there be a finding and the CONTRACTOR’s employee, agent, subcontractor, or volunteer is 
deemed appropriate to be included on the Harm to Students Registry, the CONTRACTOR’s employee, 
agent, subcontractor, or volunteer will be given prior written notice of the STATE’s decision to include the 
CONTRACTOR employee’s, agent’s, subcontractor’s, or volunteer’s name for this purpose and will be 
given the opportunity to appeal the decision. 
 
Should the CONTRACTOR’s employee, agent, subcontractor, or volunteer either waive the right to 
appeal or lose the appeal, the STATE shall place the name of the CONTRACTOR’s employee, agent, 
subcontractor, or volunteer on the Harm to Students Registry.  
 
Any person currently or formerly employed by the CONTRACTOR, including subcontractors, agents, and 
volunteers listed on the Harm to Students Registry may request the CONTRACTOR to submit a certified 
request to the STATE for removal if new information proves they did not inflict harm on a student. The 
CONTRACTOR shall defend and indemnify the STATE from any liability resulting from claims related to 
the inclusion or removal of an employee from the Registry. 
 
The CONTRACTOR shall provide to the STATE the names, dates of birth, addresses, photographs, and 
personal identifiers of all candidates for employment, including subcontractors, agents, or potential 
volunteers. If a candidate, subcontractor, agent, or volunteer's name appears on the Harm to Students 
Registry, the STATE can require removal of the individual from STATE work. Note that, pursuant to Act 
156, SLH 2024, an employee, subcontractor, agent, or volunteer should not perform work or duties for the 
STATE until the CONTRACTOR has obtained clearance from the STATE. 
 
6. Liability Insurance 
 
The CONTRACTOR shall maintain in full force and effect, during the life of this contract, liability and 
property damage insurance. This insurance shall protect the CONTRACTOR and the CONTRACTOR’s 
subcontractors, if any, from claims for damages for personal injury, accidental death and property 
damage which may arise from operations under this contract, whether such operations be by the 
CONTRACTOR or by a subcontractor or anyone directly or indirectly employed by either of them. If any 
subcontractor is involved in the performance of the contract, the insurance policy or policies shall name 
the subcontractor as additional insured. 
 
As an alternative to the CONTRACTOR providing insurance to cover operations performed by a 
subcontractor and naming the subcontractor as additional insured, CONTRACTOR may require 
subcontractor to provide its own insurance which meets the requirements herein. It is understood that a 
subcontractor’s insurance policy(ies) are in addition to the CONTRACTOR’s own policy or policies. 
 
The following minimum insurance coverage(s) and limit(s) shall be provided by the CONTRACTOR, 
including its subcontractor(s) where appropriate: 
 

  Coverage     Limits 
 

General Liability, Commercial $2,000,000 aggregate  
(Occurrence Form) $1,000,000 combined single limit per 

occurrence for bodily injury and property 
damage 

 
Automobile Liability $1,000,000 per accident 
Combined Single Limit  
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Errors and Omissions Liability:  $1,000,000 per claim and  
$2,000,000 per annual aggregate 

 
 

General liability and automobile liability policies required by this contract, including a subcontractor’s 
policy, shall contain the following clauses: 

 
1) "It is agreed that any insurance maintained by the State of Hawaii will apply in excess of, 

and not contribute with, insurance provided by this policy." 
 

2) “The State of Hawaii is added as an additional insured as respects to operations 
performed for the State of Hawaii.” 

 
The minimum insurance required shall be in full compliance with the Hawaii Insurance Code throughout 
the entire term of the contract, including supplemental agreements. Each insurance policy shall be written 
by 1) an insurance company licensed to do business in the State of Hawaii, or 2) if not licensed by the 
State of Hawaii, an insurance company which meets §431:8-301, Hawaii Revised Statutes. 
 
Upon execution of the contract, the CONTRACTOR agrees to deposit with the STATE certificate(s) of 
insurance necessary to satisfy the STATE that the insurance provisions of this contract have been 
complied with and to keep such insurance in effect and the certificate(s) therefore on deposit with the 
STATE during the entire term of this contract, including those of its subcontractor(s), where appropriate. 
Upon request by the STATE, CONTRACTOR shall be responsible for furnishing a copy of the policy(ies). 
 
Failure of the CONTRACTOR to provide and keep in force such insurance shall be regarded as material 
default under this contract, entitling the STATE to exercise any or all of the remedies provided herein. 
 
The procuring of such required insurance shall not be construed to limit CONTRACTOR’s liability 
hereunder nor to fulfill the indemnification provisions and requirements of this contract. Notwithstanding 
said policy(ies) of insurance, CONTRACTOR shall be obligated for the full and total amount of any 
damage, injury, or loss caused by the CONTRACTOR, its employees, officers, or agents, in connection 
with this contract. 
 
CONTRACTOR shall notify the STATE, via written notice within twenty-four (24) hours should any of the 
insurance policies evidenced on its Certificate of Insurance form be cancelled, limited in scope, or not 
renewed upon expiration. 
 
7. Federal Funds 
 
In addition to other required provisions, the following provisions are also made part of this contract, as 
applicable: 
 

(A) Contracts for more than the simplified acquisition threshold, which is the inflation adjusted amount 
determined by the Civilian Agency Acquisition Council and the Defense Acquisition Regulations 
Council (Councils) as authorized by 41 U.S.C. 1908, must address administrative, contractual, or 
legal remedies in instances where contractors violate or breach contract terms, and provide for 
such sanctions and penalties as appropriate. 

(B) All contracts in excess of $10,000 must address termination for cause and for convenience by the 
non-Federal entity including the manner by which it will be effected and the basis for settlement. 

(C) Davis-Bacon Act, as amended (40 U.S.C. 3141-3148). When required by Federal program 
legislation, all prime construction contracts in excess of $2,000 awarded by non-Federal entities 
must include a provision for compliance with the Davis-Bacon Act (40 U.S.C. 3141-3144, and 
3146-3148) as supplemented by Department of Labor regulations (29 CFR Part 5, “Labor 
Standards Provisions Applicable to Contracts Covering Federally Financed and Assisted 
Construction”). In accordance with the statute, contractors must be required to pay wages to 
laborers and mechanics at a rate not less than the prevailing wages specified in a wage 
determination made by the Secretary of Labor. In addition, contractors must be required to pay 

https://www.govinfo.gov/link/uscode/41/1908
https://www.govinfo.gov/link/uscode/41/1908
https://www.govinfo.gov/link/uscode/40/3141
https://www.govinfo.gov/link/uscode/40/3141
https://www.govinfo.gov/link/uscode/40/3146
https://www.govinfo.gov/link/uscode/40/3146
https://www.govinfo.gov/link/uscode/40/3146
https://www.ecfr.gov/current/title-29/part-5
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wages not less than once a week. The non-Federal entity must place a copy of the current 
prevailing wage determination issued by the Department of Labor in each solicitation. The 
decision to award a contract or subcontract must be conditioned upon the acceptance of the 
wage determination. The non-Federal entity must report all suspected or reported violations to the 
Federal awarding agency. The contracts must also include a provision for compliance with the 
Copeland “Anti-Kickback” Act (40 U.S.C. 3145), as supplemented by Department of Labor 
regulations (29 CFR Part 3, “Contractors and Subcontractors on Public Building or Public Work 
Financed in Whole or in Part by Loans or Grants from the United States”). The Act provides that 
each contractor or subrecipient must be prohibited from inducing, by any means, any person 
employed in the construction, completion, or repair of public work, to give up any part of the 
compensation to which he or she is otherwise entitled. The non-Federal entity must report all 
suspected or reported violations to the Federal awarding agency. 

(D) Contract Work Hours and Safety Standards Act (40 U.S.C. 3701-3708). Where applicable, all 
contracts awarded by the non-Federal entity in excess of $100,000 that involve the employment 
of mechanics or laborers must include a provision for compliance with 40 U.S.C. 3702 and 3704, 
as supplemented by Department of Labor regulations (29 CFR Part 5). Under 40 U.S.C. 3702 of 
the Act, each contractor must be required to compute the wages of every mechanic and laborer 
on the basis of a standard work week of 40 hours. Work in excess of the standard work week is 
permissible provided that the worker is compensated at a rate of not less than one and a half 
times the basic rate of pay for all hours worked in excess of 40 hours in the work week. The 
requirements of 40 U.S.C. 3704 are applicable to construction work and provide that no laborer or 
mechanic must be required to work in surroundings or under working conditions which are 
unsanitary, hazardous or dangerous. These requirements do not apply to the purchases of 
supplies or materials or articles ordinarily available on the open market, or contracts for 
transportation or transmission of intelligence. 

(E) Rights to Inventions Made Under a Contract or Agreement. If the Federal award meets the 
definition of “funding agreement” under 37 CFR § 401.2 (a) and the recipient or subrecipient 
wishes to enter into a contract with a small business firm or nonprofit organization regarding the 
substitution of parties, assignment or performance of experimental, developmental, or research 
work under that “funding agreement,” the recipient or subrecipient must comply with the 
requirements of 37 CFR Part 401, “Rights to Inventions Made by Nonprofit Organizations and 
Small Business Firms Under Government Grants, Contracts and Cooperative Agreements,” and 
any implementing regulations issued by the awarding agency. 

(F) Clean Air Act (42 U.S.C. 7401-7671q.) and the Federal Water Pollution Control Act (33 U.S.C. 
1251-1387), as amended—Contracts and subgrants of amounts in excess of $150,000 must 
contain a provision that requires the non-Federal award to agree to comply with all applicable 
standards, orders or regulations issued pursuant to the Clean Air Act (42 U.S.C. 7401-7671q) and 
the Federal Water Pollution Control Act as amended (33 U.S.C. 1251-1387). Violations must be 
reported to the Federal awarding agency and the Regional Office of the Environmental Protection 
Agency (EPA). 

(G) Debarment and Suspension (Executive Orders 12549 and 12689)—A contract award (see 2 CFR 
180.220) must not be made to parties listed on the governmentwide exclusions in the System for 
Award Management (SAM), in accordance with the OMB guidelines at 2 CFR 180 that implement 
Executive Orders 12549 (3 CFR part 1986 Comp., p. 189) and 12689 (3 CFR part 1989 Comp., 
p. 235), “Debarment and Suspension.” SAM Exclusions contains the names of parties debarred, 
suspended, or otherwise excluded by agencies, as well as parties declared ineligible under 
statutory or regulatory authority other than Executive Order 12549. 

(H)  Byrd Anti-Lobbying Amendment (31 U.S.C. 1352)—Contractors that apply or bid for an award 
exceeding $100,000 must file the required certification. Each tier certifies to the tier above that it 
will not and has not used Federal appropriated funds to pay any person or organization for 
influencing or attempting to influence an officer or employee of any agency, a member of 
Congress, officer or employee of Congress, or an employee of a member of Congress in 
connection with obtaining any Federal contract, grant or any other award covered by 31 U.S.C. 
1352. Each tier must also disclose any lobbying with non-Federal funds that takes place in 
connection with obtaining any Federal award. Such disclosures are forwarded from tier to tier up 
to the non-Federal award. 

 

https://www.govinfo.gov/link/uscode/40/3145
https://www.ecfr.gov/current/title-29/part-3
https://www.govinfo.gov/link/uscode/40/3701
https://www.govinfo.gov/link/uscode/40/3702
https://www.govinfo.gov/link/uscode/40/3702
https://www.govinfo.gov/link/uscode/40/3704
https://www.govinfo.gov/link/uscode/40/3704
https://www.ecfr.gov/current/title-29/part-5
https://www.govinfo.gov/link/uscode/40/3702
https://www.govinfo.gov/link/uscode/40/3702
https://www.govinfo.gov/link/uscode/40/3704
https://www.govinfo.gov/link/uscode/40/3704
https://www.ecfr.gov/current/title-37/section-401.2#p-401.2(a)
https://www.ecfr.gov/current/title-37/section-401.2#p-401.2(a)
https://www.ecfr.gov/current/title-37/part-401
https://www.ecfr.gov/current/title-37/part-401
https://www.govinfo.gov/link/uscode/42/7401
https://www.govinfo.gov/link/uscode/33/1251
https://www.govinfo.gov/link/uscode/33/1251
https://www.govinfo.gov/link/uscode/42/7401
https://www.govinfo.gov/link/uscode/33/1251
https://www.ecfr.gov/current/title-2/section-180.220
https://www.ecfr.gov/current/title-2/section-180.220
https://www.ecfr.gov/current/title-2/section-180.220
https://www.ecfr.gov/current/title-2/part-180
https://www.ecfr.gov/current/title-2/part-180
https://www.federalregister.gov/executive-order/12549
https://www.federalregister.gov/executive-order/12549
https://www.govinfo.gov/link/uscode/31/1352
https://www.govinfo.gov/link/uscode/31/1352
https://www.govinfo.gov/link/uscode/31/1352
https://www.govinfo.gov/link/uscode/31/1352
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8. Invoicing 
 
The CONTRACTOR shall submit an invoice with each request for payment. Original and one (1) copy of 
the invoice shall be submitted to: 
 

Hawaii State Department of Education 
Attn: Jonathan Chee 

 650 Iwilei Road Ste 332 
 Honolulu Hi, 96817 
 
All invoices shall reference the contract number. If a copy is submitted as the original, such invoice must 
bear an original signature certifying that the invoice is being submitted as the original. 
 
For all services that qualify for E-Rate discounts, the STATE is liable only for the payment of the after- 
discounted amount. The CONTRACTOR must seek the discount amount from USAC. 
 
9. Payment 
 
Section 103-10, HRS, provides that the STATE shall have thirty (30) calendar days after receipt of an 
accepted invoice or satisfactory delivery of goods or performance of the services, to make payment. For 
this reason, the STATE may reject any Proposal submitted with a condition requiring payment within a 
shorter period. Further, the STATE may reject any Proposal submitted with a condition requiring interest 
payments greater than that allowed by section 103-10, HRS. The STATE will not recognize any 
requirements established by the Offeror and communicated to the STATE after award, which requires 
payment within a shorter period or interest payment not in conformance with section 103-10, HRS. 
 
10. Final Payment 
 
The final payment under the Contract shall be for services performed and/or goods delivered during the 
billing period just prior to the Contract expiration date. In addition to the requirements set forth in the 
General Conditions, the following shall accompany the final payment invoice: 

  
A tax clearance certificate, not over two months old, must accompany the invoice for final payment. In 
addition to the tax clearance certificate, the “Certification of Compliance for Final Payment” (DOE Form-
22) with an original signature will be required for final payment. 

 
In lieu of the above, the CONTRACTOR may also submit an original CERTIFICATE OF VENDOR 
COMPLIANCE as issued via the online system, “Hawaii Compliance Express”. Details regarding this 
online application process may be viewed at: http://vendors.ehawaii.gov/hce/. 
 
11. Availability of Funds 
 
This contract is subject to the availability of funds. Pursuant to Section 103D-309, HRS, except in certain 
instances, no contract entered into between the STATE and the CONTRACTOR shall be binding or of 
any force unless the Chief Financial Officer (CFO) certifies that there is an available unexpended 
appropriation or balance of an appropriation over and above all outstanding contracts sufficient to cover 
the amount required by the contract. 
 
If the contract calls for performance or payment in more than one fiscal year (July 1 to June 30), the CFO 
may certify only that portion of the total funds allocated to satisfy the STATE’s obligations for payments in 
the current fiscal year. In that event, the STATE will not be liable for the unpaid balance beyond the end 
of the current fiscal year, and availability of funds in excess of the amount certified shall be contingent 
upon future appropriations or special fund revenues. All partially-funded contracts shall be enforceable 
only to the extent that funds are certified as available. The STATE agrees to notify the CONTRACTOR of 
such non-allocation at the earliest possible time. The STATE shall not be penalized in the event this 
provision is exercised. This provision is not meant to permit the STATE to terminate the contract in order 
to acquire similar equipment or services from a third party. 
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12. Subcontracting 
 
Prior to award, no work or services shall be subcontracted or assigned without the prior written approval 
of the CA. After award, no work or services shall be subcontracted or assigned without the prior written 
approval of the CA. No subcontract shall under any circumstances relieve the CONTRACTOR of its 
obligations and liability under its contract with the STATE. All persons engaged in performing the work 
covered by the contract shall be considered employees of the CONTRACTOR. 
 
13. Contract Staffing Requirements 
 
Personnel, whose names and resumes are submitted in the Proposal, shall not be removed from the 
Project without prior acceptance of the CA. Substitute or additional personnel shall not be used for the 
Project until a resume is received by and the CA has accepted the new personnel. The STATE shall have 
the right, and the CONTRACTOR shall comply with any request, to remove and replace any personnel 
from all work on the Project effective immediately upon notification by the STATE. Personnel changes 
that are not accepted by the CA may be grounds for contract termination. 
 
14. Inspection and Procedural Changes; Relief Available to State  
 
All work is subject to inspection, evaluation, and approval by the CA. The STATE may employ all 
reasonable means to ensure that the work is being performed in compliance with the contract. Should the 
CA determine that corrections or changes are necessary in order to accomplish the intent or purpose of 
the contract, the CA may direct the CONTRACTOR to make such changes. 
 
In addition to all rights and remedies available to the STATE provided in this contract or otherwise 
provided under law, if the CONTRACTOR is in non-compliance with contract requirements, the STATE 
may: 
 

14.1 Suspend Payments – Temporarily withhold or disallow all or part of the billing cost and/or 
payments pending correction of a deficiency or a non-submission of a required deliverable by 
the CONTRACTOR; 

 
14.2 Suspend Referrals – Suspend referrals to the CONTRACTOR should the CONTRACTOR fail 

to comply with any of the requirements or other term(s) or condition(s) of this contract and, 
further, the STATE may maintain the suspension of referrals until such time as the deficiency 
or non-compliance is corrected and the CONTRACTOR’s corrective actions are determined 
to be acceptable by the STATE; and  

 
14.3 Seek Reimbursement – Seek reimbursement from the CONTRACTOR or withhold future 

payments for any funds paid to the CONTRACTOR subsequent to a determination that such 
was unauthorized, fraudulently obtained, or inappropriately billed.  

 
14.4 Seek Market Value – In the event the CONTRACTOR fails, refuses or neglects to perform the 

services in accordance with the requirements of these Special Conditions, the Scope of 
Services or the General Conditions, the STATE reserves the right to purchase, in the open 
market, a corresponding quantity of the services specified herein and to deduct from any 
monies due or that may thereafter become due to the CONTRACTOR, the difference 
between the price named in the contract and the actual cost to the STATE. In case any 
money due the CONTRACTOR is insufficient for said purpose, the CONTRACTOR shall pay 
the difference upon demand from the STATE. The STATE may also utilize all other remedies 
provided by law. 

 



 

RFP D26-007 Appendix D-8  

15. Confidentiality Obligations 
 
The following serves to supplement provision 24 of the General Condition, entitled "Confidentiality of 
Material" and provision 42, entitled “Confidentiality of Personal Information”: 
 

15.1 Obligations Confidential Information: Infrastructure. The CONTRACTOR must agree to keep 
confidential and not disclose any information relating to the State’s information processing 
infrastructure. This includes but is not limited to, all data, computer hardware, computer 
software, network designs, network diagrams, firewalls and other security infrastructure, and 
Internet protocol (IP) addresses. 

 
15.2 General Confidentiality Obligations. While performing under this contract, the CONTRACTOR 

may receive, be exposed to or acquire confidential information. Such information may include 
names, addresses, telephone numbers, birthdates, social security numbers, medical 
information, and other educational, student, or personal employment information. The 
information may be in written or oral form, fixed in hard copy or contained in a computer 
database or computer readable form. Hereinafter, such language shall be collectively referred 
to as “Confidential Information.”  

 
The CONTRACTOR, including its employees, agents, representatives, and assigns shall 
abide by the following with regards to Confidential Information: (i) They shall not disclose to 
any unauthorized party any Confidential Information, except as specifically permitted by the 
STATE and subject to the STATE’s limitations on confidentiality of information and relevant 
legal requirements of the State to include, but not limited to the Family Educational Rights 
and Privacy Act (“FERPA”). Permission will be granted through a formal written agreement 
concerning the disclosure of personally identifiable information (PII) from student education 
records, signed by the STATE and the CONTRACTOR, and must be provided as an 
attachment to this contract; (ii) They shall only permit access to Confidential Information to 
employees, agents, representatives, and assigns having a specific need to know in 
connection with performance under this contract; and (iii) They shall advise each of their 
employees, agents, representatives, and assigns of their obligations to keep such 
Confidential Information confidential in compliance with all relevant state and federal laws.  
 
CONTRACTOR, its employees, agents, representatives, or assigns shall ensure the security 
of the Confidential Information. The CONTRACTOR shall provide the STATE with a list of 
individuals (by name and position) who are authorized to handle the Confidential Information 
(hereinafter referred to as “Authorized Handlers”). Authorized Handlers shall ensure the 
security of the Confidential Information. Only Authorized Handlers shall have access to the 
Confidential Information, which will be kept on password protected computers with the hard 
copy documents kept in a locked file cabinet. CONTRACTOR shall ensure that procedures 
exist to prohibit access to the Confidential Information by anyone other than an Authorized 
Handler. 
 
CONTRACTOR will be responsible for safeguarding the confidentiality of all Confidential 
Information it receives from the STATE and shall safeguard and protect such documents from 
unauthorized use, handling, or viewing. CONTRACTOR shall be liable to the STATE and to 
any person whose records the CONTRACTOR receives custody of under this contract for 
records protection for any unpermitted release, viewing, or loss of such records. 
CONTRACTOR shall assume liability responsibility for records protection and for the 
inappropriate or unlawful release of Confidential Information. CONTRACTOR shall return all 
documents containing Confidential Information upon completion of the services 
CONTRACTOR is contracted to provide under this contract. 

 
15.2.1 Prior Written Approval: CONTRACTOR may not i) share, ii) publish, or iii) distribute 

Confidential Information or any other data received under this contract without the 
prior written approval of the STATE. 
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15.2.2 In the event of termination of this contract, CONTRACTOR shall return to STATE all 
Confidential Information, including student information received under this contract 
and further agrees to destroy any and all copies of, or references to, any Confidential 
Information, including student information shared by STATE as a result of this 
contract. CONTRACTOR shall certify in writing that all such copies have been 
destroyed or returned to the STATE. 

 
16. Ownership of Documents 
 
General Conditions paragraph 26 entitled “Ownership Rights and Copyright” is deleted entirely and 
replaced with the following: 
 
All documents and reports and student data/records developed or generated under this Contract shall be 
the sole property of the STATE. CONTRACTOR retains ownership of any proprietary or copyrighted 
materials, data, software, technologies, test items, test forms that are previously developed, owned 
and/or copyrighted by the CONTRACTOR and used or adapted for use under this Contract. 
 
17. Records Retention 
 
The following serves to supplement provision 31 of the General Condition, entitled "Records Retention”: 
 
Should the CONTRACTOR be aware of or be made aware of any dispute, disagreement, or request relating 
to the files, books, or records prior to their destruction, the CONTRACTOR shall retain the files, books, and 
records until said dispute, disagreement, or request has been fully resolved, including any potential lawsuits 
or appeals. Said files, books, and records may thereafter be destroyed upon obtaining the agreement of 
the STATE. 
 
18. Approvals 
 
Any agreement arising out of this RFP may be subject to the approval of the Department of the Attorney 
General as to form, and if applicable, is subject to all further approvals, including, the approval of the 
Governor, required by statute, regulation, rule, order, or other directive.
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SCHOOLS AND LIBRARIES CYBERSECURITY PILOT PROGRAM  

SUPPLEMENTAL TERMS AND CONDITIONS 
 

 
Attached 



SCHOOLS AND LIBRARIES CYBERSECURITY PILOT PROGRAM 
SUPPLEMENTAL TERMS AND CONDITIONS 

 
Signed copy to be returned with proposal and/or bid response (“Proposal’) in response 

to this Solicitation (“RFP/RFB/RFQ”). 

The Telecommunications Act of 1996 established a fund by which Schools and Libraries 
(“Applicant” or “Applicants”) across the Country could access discounts on eligible 
telecommunications products and services. The FCC authorized the Schools and 
Libraries Cybersecurity Pilot Program on 07/30/2024 to enable the Commission to 
evaluate the impact that using Universal Service Fund (USF or Fund) support for 
eligible cybersecurity services and equipment will have on protecting school and library 
broadband networks and data. 

 
1) CYBERSECURITY PILOT PROJECT CONTINGENCY 

The project herein is contingent upon the approval of funding from the FCC Schools 
and Libraries’ Cybersecurity Pilot Program (CPP). Even after award of Agreement(s) 
and/or CPP funding approval is approved, the Applicant may or may not proceed 
with the project, in whole or in part. Execution of the project, in whole or in part, is 
solely at the discretion of the Applicant . 
 
 

2) SERVICE PROVIDER REQUIREMENTS 
The Applicant expects Service Providers to make themselves thoroughly familiar 
with any rules or regulations regarding the CPP program. It is recommended that 
Service Providers review all information posted by the Federal Communications 
Commission (FCC) at https://www.fcc.gov/cybersecurity-pilot-program and the 
Universal Service Administrative Company (USAC) at https://www.usac.org/e- 
rate/cybersecurity-pilot-program/service-providers-process/. 

 
a. Service Providers are required to be in full compliance with all current rules and 

requirements and future rules and requirements issued by the FCC and USAC 
throughout the agreement period of any Agreement entered into as a result of 
this RFP/RFB/RFQ. 

 
b. Service Providers are responsible for providing a valid Service Provider 

Identification Number (“SPIN”). More information about obtaining a SPIN may be 
found at this website: https://www.usac.org/e- rate/service-providers/step-1-
obtain-a-spin/ 

 
c. Service Providers are responsible for providing a valid Federal Communications 

Commission Registration Number (“FRN”) at the time the Proposal is submitted. 

http://www.fcc.gov/cybersecurity-pilot-program
http://www.usac.org/e-
http://www.usac.org/e-


More information about obtaining an FRN may be found at this website: 
https://fjallfoss.fcc.gov/coresWeb/publicHome.do 

 
d. Service Providers are responsible for registering for a unique Entity Identifier 

(UEI) on SAM.gov. 
 
e. Service Providers are responsible for providing evidence of FCC Green Light 

Status at the time the proposal is submitted. Any potential Service Provider found 
to be in Red Light Status must provide an explanation of the steps it is 
undertaking to be removed to Red Light Status and the expected timeframe for 
resolution. A Service Provider's sustained Red Light Status may be grounds for 
termination of the Agreement as it could prohibit the Service Provider from 
providing discounts in a timely manner which would cause harm to the Applicant. 
More information about FCC Red and Green Light Status may be found at this 
website: http://www.fcc.gov/debt_collection/welcome.html 

f. Products and services must be delivered before billing and CPP 
discounting can commence. 

g. Prices must be held firm for the duration of the three-year 
Cybersecurity Pilot Program . 

h. Goods and services provided shall be clearly designated as “CPP Eligible.” 
Non-eligible goods and services shall be clearly called out as 100% non-
eligible or shall be “cost allocated” to show the percentage of eligible costs per 
USAC guidelines. The full Cybersecurity Pilot Program Eligible Services List 
(P-ESL) can be found here: https://www.fcc.gov/cybersecurity-
pilot/cybersecurity-pilot-eligible- services-list 

 
i. In the event of questions during a CPP pre-commitment review, post- 

commitment review, and/or audit inquiry, the awarded Service Provider is 
expected to reply within 3 days to questions associated with its proposal. 

 
j. The awarded Service Provider is required to send copies of all forms and 

invoices to the Applicant prior to invoicing USAC for pre-approval. Failure to 
comply with this requirement may result in the Applicant placing the vendor on an 
“Invoice Check” with the USAC: https://www.usac.org/e- rate/applicant-
process/invoicing/invoice-check/. 

 
k. Service providers must not propose any equipment or services produced or 

provided by companies, their parents, affiliates, and subsidiaries, found to pose a 
national security threat to the integrity of communications networks or the 
communications supply chain as required by FCC rules. See 
https://www.usac.org/about/reports-orders/supply- chain/. Any proposed solution 

http://www.fcc.gov/debt_collection/welcome.html
http://www.fcc.gov/cybersecurity-pilot/cybersecurity-pilot-eligible-
http://www.fcc.gov/cybersecurity-pilot/cybersecurity-pilot-eligible-
http://www.usac.org/e-
http://www.usac.org/about/reports-orders/supply-


including Covered Equipment or Services as defined by the FCC will be 
disqualified. If, after award of the project it is found Covered Equipment or 
Services are included, the award and/or Agreement will be considered to be null 
and void. See https://www.fcc.gov/supplychain for further information on FCC 
requirements. 

 
l. SPAM and/or robotic responses will not be considered valid Proposals and will 

be disqualified from consideration. 
 
m. Any Service Provider proposals identifying contingency fees such as allocations 

for change orders, tariffs, or other speculative fees not specifically called out for 
in the scope and/or terms of the RFP/RFB/RFQ will automatically be included in 
the Proposal price and subject to evaluation unless otherwise specified in the 
RFP/RFB/RFQ. Contingency fees not pre-approved by the Applicant will not be 
allowed. 

 
 

3) SERVICE PROVIDER ACKNOWLEDGEMENTS 
 

a. The Service Provider acknowledges that no change in the products and/or 
services specified in its proposal will be allowed without prior written approval 
from the Applicant and a USAC service substitution approval with the exception 
of a Global Service Substitutions. See https://www.usac.org/e-rate/applicant-
process/before-youre-done/service- substitutions/. 

 
b. The Service Provider acknowledges that all pricing and technology infrastructure 

information in its Proposal shall be considered as public and non-confidential 
pursuant to §54.504 (2)(i)(ii). 

 
c. The Service Provider attests that its offer does not violate the FCC’s Supply 

Chain certifications included in the FCC Form 473. Supply Chain requirements 
and certifications can be viewed at USAC’s Website: 
https://www.usac.org/about/reports-orders/supply-chain/. 

 
d. This offer is in full compliance with USAC’s Free Services Advisory 

https://www.usac.org/e-rate/applicant-process/competitive-bidding/free- services-
advisory/. There are no free services offered that would predicate an artificial 
discount and preclude the applicant from paying its proportionate non-discounted 
share of costs. The Service Provider agrees to provide substantiating 
documentation to support this assertion should the applicant, USAC, or the FCC 
request it. 

 
 

http://www.fcc.gov/supplychainforfurtherinformationonFCC
http://www.usac.org/e-rate/applicant-process/before-youre-done/service-
http://www.usac.org/e-rate/applicant-process/before-youre-done/service-
http://www.usac.org/about/reports-orders/supply-chain/
http://www.usac.org/e-rate/applicant-process/competitive-bidding/free-


4) INVOICING 
 

a. The Service Provider agrees to bill and receive a portion of the payment for the 
provisions of goods and services described herein directly from USAC via the 
FCC Form 474 Service Provider Invoice (SPI). The Applicant will only be 
responsible for paying its non‐CPP share of costs and does not intend to use the 
BEAR process (FCC Form 472). The maximum percentage the Applicant will be 
liable for is the pre-discount amount minus the funded amount as shown on the 
FCC Form 471 Funding Request Number (“FRN”) and associated FRN Line 
Items and any identified ineligible costs. Upon the successful receipt or posting of 
a Funding Commitment Decision Letter from USAC, the Applicant shall pay only 
the discounted amount beginning with the billing cycle immediately following said 
approval. Alternatively, should the Applicant decide that it is in the best interest of 
the Applicant to file an FCC Form 472, the Applicant will inform the Service 
Provider of its intent. 

 
b. The Service Provider agrees that it will not invoice USAC for equipment or 

services that have not been delivered to and accepted by the Applicant and 
installed. If equipment is being drop-shipped to the Applicant and the Applicant is 
responsible for installing the equipment, the Service Provider may not invoice USAC 
until equipment is received and accepted by the Applicant. The Service Provider 
acknowledges that it must submit invoices detailing the items purchased and received 
along with the submission of its request for reimbursement. 

 
c. All Service Provider invoicing to USAC must be completed within 90 days from 

the last day of service. Should the Service Provider fail to invoice USAC in a 
timely manner, the Applicant will only be responsible for paying its non-discounted 
share. 

 
 

5) FCC/USAC AUDITS 
 

a. Audits. Schools and Libraries Cybersecurity Pilot Program participants and 
service providers shall be subject to audits and other investigations to evaluate 
their compliance with the statutory and regulatory requirements of the Schools 
and Libraries Cybersecurity Pilot Program, including those requirements 
pertaining to what services and equipment are purchased, what services and 
equipment are delivered, and how services and equipment are being used. 

 
b. Inspections and investigations. Schools and Libraries Cybersecurity Pilot 

Program participants and service providers shall permit any representative 
(including any auditor) appointed by a state education department, the 
Administrator, the Commission, its Office of Federal Communications 



Commission FCC 24-63 Inspector General, or any local, state, or federal agency 
with jurisdiction over the entity to enter their premises to conduct inspections for 
compliance with the statutory and regulatory requirements in this subpart of the 
Schools and Libraries Cybersecurity Pilot Program. The Applicant, its authorized 
agents, and/or auditors reserves the right to perform or have performed an audit 
of the records of the Service Provider and therefore shall have full access to and 
the right to examine any of said materials within a reasonable period of time 
during said period. 

 
c. Recordkeeping requirements. All Schools and Libraries Cybersecurity Pilot 

Program participants and service providers shall retain all documents related to 
their participation in the program sufficient to demonstrate compliance with all 
program rules for at least ten years from the last date of service or delivery of 
equipment. All Schools and Libraries Cybersecurity Pilot Program applicants shall 
maintain asset and inventory records of services and equipment purchased sufficient to 
verify the actual location of such services and equipment for a period of ten years after 
purchase. 

 
d. Production of records. All Schools and Libraries Cybersecurity Pilot Program 

participants and service providers shall produce such records upon request of 
any representative (including any auditor) appointed by a state education 
department, the Administrator, the Commission, its Office of Inspector General, 
or any local, state, or federal agency with jurisdiction over the entity. The 
Applicant, its authorized agents, and/or auditors reserves the right to perform or 
have performed an audit of the records of the Service Provider and therefore 
shall have full access to and the right to examine any of said materials within a 
reasonable period of time during said period. 

 
 

6) CPP Annual Reporting Requirements 
 

The Applicant in the Cybersecurity Pilot Program is required to produce annual 
reports on the effectiveness of the Cybersecurity Pilot Project funding on their 
district. Service Provider is required to produce relevant charts, graphs and reports 
to support the district’s reporting requirement. 

 
 



 
I, the undersigned, as an authorized agent of   
(Service Provider Name), hereby certify that I have read the FCC Schools and Libraries 
Cybersecurity Pilot Program Supplemental Terms and Conditions, am fully compliant 
and intend to cooperate with the CPP process as outlined above. 

 

 
Signature:  Title:   

 
 
 

Phone Number:  Email:  
 
 
 
Service Provider Name:   

 
 
 

Service Provider FCC Registration Number:   
 
 
 

Service Provider Identification Number:   
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GENERAL CONDITIONS 

1. Coordination of Services by the STATE.  The head of the purchasing agency (“HOPA”)  (which term
includes the designee of the HOPA) shall coordinate the services to be provided by the CONTRACTOR in
order to complete the performance required in the Contract.  The CONTRACTOR shall maintain
communications with HOPA at all stages of the CONTRACTOR'S work, and submit to HOPA for resolution 
any questions which may arise as to the performance of this Contract.  "Purchasing agency" as used in these
General Conditions means and includes any governmental body which is authorized under chapter 103D,
HRS, or its implementing rules and procedures, or by way of delegation, to enter into contracts for the
procurement of goods or services or both.

2. Relationship of Parties:  Independent Contractor Status and Responsibilities, Including Tax Responsibilities.

a. In the performance of services required under this Contract, the CONTRACTOR is an "independent
contractor," with the authority and responsibility to control and direct the performance and details of
the work and services required under this Contract; however, the STATE shall have a general right to
inspect work in progress to determine whether, in the STATE'S opinion, the services are being
performed by the CONTRACTOR in compliance with this Contract.  Unless otherwise provided by
special condition, it is understood that the STATE does not agree to use the CONTRACTOR
exclusively, and that the CONTRACTOR is free to contract to provide services to other individuals
or entities while under contract with the STATE.

b. The CONTRACTOR and the CONTRACTOR'S employees and agents are not by reason of this
Contract, agents or employees of the State for any purpose, and the CONTRACTOR and the
CONTRACTOR'S employees and agents shall not be entitled to claim or receive from the State any
vacation, sick leave, retirement, workers' compensation, unemployment insurance, or other benefits
provided to state employees.

c. The CONTRACTOR shall be responsible for the accuracy, completeness, and adequacy of the
CONTRACTOR'S performance under this Contract.  Furthermore, the CONTRACTOR intentionally, 
voluntarily, and knowingly assumes the sole and entire liability to the CONTRACTOR'S employees
and agents, and to any individual not a party to this Contract, for all loss, damage, or injury caused by
the CONTRACTOR, or the CONTRACTOR'S employees or agents in the course of their
employment.

d. The CONTRACTOR shall be responsible for payment of all applicable federal, state, and county
taxes and fees which may become due and owing by the CONTRACTOR by reason of this Contract,
including but not limited to (i) income taxes, (ii) employment related fees, assessments, and taxes,
and (iii) general excise taxes.  The CONTRACTOR also is responsible for obtaining all licenses,
permits, and certificates that may be required in order to perform this Contract.

e. The CONTRACTOR shall obtain a general excise tax license from the Department of Taxation, State 
of Hawaii, in accordance with section 237-9, HRS, and shall comply with all requirements thereof.
The CONTRACTOR shall obtain a tax clearance certificate from the Director of Taxation, State of
Hawaii, and the Internal Revenue Service, U.S. Department of the Treasury, showing that all
delinquent taxes, if any, levied or accrued under state law and the Internal Revenue  Code of 1986, as 
amended, against the CONTRACTOR have been paid and submit the same to the STATE prior to
commencing any performance under this Contract.  The CONTRACTOR shall also be solely
responsible for meeting all requirements necessary to obtain the tax clearance certificate required for
final payment under sections 103-53 and 103D-328, HRS, and paragraph 17 of these General
Conditions.

f. The CONTRACTOR is responsible for securing all employee-related insurance coverage for the
CONTRACTOR and the CONTRACTOR'S employees and agents that is or may be required by law, 
and for payment of all premiums, costs, and other liabilities associated with securing the insurance
coverage.

AG-008 103D General Conditions (Rev. 01/10/2023)



  3

g. The CONTRACTOR shall obtain a certificate of compliance issued by the Department of Labor and
Industrial Relations, State of Hawaii, in accordance with section103D-310, HRS, and section 3-122-
112, HAR, that is current within six months of the date of issuance.

h. The CONTRACTOR shall obtain a certificate of good standing issued by the Department of
Commerce and Consumer Affairs, State of Hawaii, in accordance with section 103D-310, HRS, and
section 3-122-112, HAR, that is current within six months of the date of issuance.

i. In lieu of the above certificates from the Department of Taxation, Labor and Industrial Relations, and
Commerce and Consumer Affairs, the CONTRACTOR may submit proof of compliance through the 
State Procurement Office’s designated certification process.

3. Personnel Requirements.

a. The CONTRACTOR shall secure, at the CONTRACTOR'S own expense, all personnel required to
perform this Contract.

b. The CONTRACTOR shall ensure that the CONTRACTOR'S employees or agents are experienced
and fully qualified to engage in the activities and perform the services required under this Contract,
and that all applicable licensing and operating requirements imposed or required under federal, state, 
or county law, and all applicable accreditation and other standards of quality generally accepted in
the field of the activities of such employees and agents are complied with and satisfied.

4. Nondiscrimination.  No person performing work under this Contract, including any subcontractor, employee, 
or agent of the CONTRACTOR, shall engage in any discrimination that is prohibited by any applicable
federal, state, or county law.

5. Conflicts of Interest.  The CONTRACTOR represents that neither the CONTRACTOR, nor any employee or
agent of the CONTRACTOR, presently has any interest, and promises that no such interest, direct or indirect,
shall be acquired, that would or might conflict in any manner or degree with the CONTRACTOR'S
performance under this Contract.

6. Subcontracts and Assignments.  The CONTRACTOR shall not assign or subcontract any of the
CONTRACTOR'S duties, obligations, or interests under this Contract and no such assignment or subcontract 
shall be effective unless (i) the CONTRACTOR obtains the prior written consent of the STATE, and (ii) the
CONTRACTOR'S assignee or subcontractor submits to the STATE a tax clearance certificate from the
Director of Taxation, State of Hawaii, and the Internal Revenue Service, U.S. Department of Treasury,
showing that all delinquent taxes, if any, levied or accrued under state law  and the Internal Revenue Code of
1986, as amended, against the CONTRACTOR'S assignee or subcontractor have been paid.  Additionally, no
assignment by the CONTRACTOR of the CONTRACTOR'S right to compensation under this Contract shall 
be effective unless and until the assignment is approved by the Comptroller of the State of Hawaii, as
provided in section 40-58, HRS.

a. Recognition of a successor in interest.  When in the best interest of the State, a successor in interest
may be recognized in an assignment contract in which the STATE, the CONTRACTOR and the
assignee or transferee (hereinafter referred to as the "Assignee") agree that:

(1) The Assignee assumes all of the CONTRACTOR'S obligations;

(2) The CONTRACTOR remains liable for all obligations under this Contract but waives all
rights under this Contract as against the STATE; and

(3) The CONTRACTOR shall continue to furnish, and the Assignee shall also furnish, all
required bonds.

b. Change of name.  When the CONTRACTOR asks to change the name in which it holds this Contract 
with the STATE, the procurement officer of the purchasing agency (hereinafter referred to as the
"Agency procurement officer") shall, upon receipt of a document acceptable or satisfactory to the
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Agency procurement officer indicating such change of name (for example, an amendment to the 
CONTRACTOR'S articles of incorporation), enter into an amendment to this Contract with the 
CONTRACTOR to effect such a change of name.  The amendment to this Contract changing the 
CONTRACTOR'S name shall specifically indicate that no other terms and conditions of this Contract 
are thereby changed. 

c. Reports.  All assignment contracts and amendments to this Contract effecting changes of the
CONTRACTOR'S name or novations hereunder shall be reported to the chief procurement officer
(CPO) as defined in section 103D-203(a), HRS, within thirty days of the date that the assignment
contract or amendment becomes effective.

d. Actions affecting more than one purchasing agency.  Notwithstanding the provisions of
subparagraphs 6a through 6c herein, when the CONTRACTOR holds contracts with more than one
purchasing agency of the State, the assignment contracts and the novation and change of name
amendments herein authorized shall be processed only through the CPO's office.

7. Indemnification and Defense.  The CONTRACTOR shall defend, indemnify, and hold harmless the State of
Hawaii, the contracting agency, and their officers, employees, and agents from and against all liability, loss,
damage, cost, and expense, including all attorneys' fees, and all claims, suits, and demands therefore, arising
out of or resulting from the acts or omissions of the CONTRACTOR or the CONTRACTOR'S employees,
officers, agents, or subcontractors under this Contract.  The provisions of this paragraph shall remain in full
force and effect notwithstanding the expiration or early termination of this Contract.

8. Cost of Litigation.  In case the STATE shall, without any fault on its part, be made a party to any litigation
commenced by or against the CONTRACTOR in connection with this Contract, the CONTRACTOR shall
pay all costs and expenses incurred by or imposed on the STATE, including attorneys' fees.

9. Liquidated Damages.  When the CONTRACTOR is given notice of delay or nonperformance as specified in
paragraph 13 (Termination for Default) and fails to cure in the time specified, it is agreed the CONTRACTOR 
shall pay to the STATE the amount, if any, set forth in this Contract per calendar day from the date set for
cure until either (i) the STATE reasonably obtains similar goods or services, or both, if the CONTRACTOR is 
terminated for default, or (ii) until the CONTRACTOR provides the goods or services, or both, if the
CONTRACTOR is not terminated for default.  To the extent that the CONTRACTOR'S delay or
nonperformance is excused under paragraph 13d (Excuse for Nonperformance or Delay Performance),
liquidated damages shall not be assessable against the CONTRACTOR.  The CONTRACTOR remains liable 
for damages caused other than by delay.

10. STATE'S Right of Offset.  The STATE may offset against any monies or other obligations the STATE owes
to the CONTRACTOR under this Contract, any amounts owed to the State of Hawaii by the CONTRACTOR 
under this Contract or any other contracts, or pursuant to any law or other obligation owed to the State of
Hawaii by the CONTRACTOR, including, without limitation, the payment of any taxes or levies of any kind
or nature.  The STATE will notify the CONTRACTOR in writing of any offset and the nature of such offset.
For purposes of this paragraph, amounts owed to the State of Hawaii shall not include debts or obligations
which have been liquidated, agreed to by the CONTRACTOR, and are covered by an installment payment or 
other settlement plan approved by the State of Hawaii, provided, however, that the CONTRACTOR shall be
entitled to such exclusion only to the extent that the CONTRACTOR is current with, and not delinquent on,
any payments or obligations owed to the State of Hawaii under such payment or other settlement plan.

11. Disputes.  Disputes shall be resolved in accordance with section 103D-703, HRS, and chapter 3-126, Hawaii
Administrative Rules ("HAR"), as the same may be amended from time to time.

12. Suspension of Contract.  The STATE reserves the right at any time and for any reason to suspend this
Contract for any reasonable period, upon written notice to the CONTRACTOR in accordance with the
provisions herein.

a. Order to stop performance.  The Agency procurement officer may, by written order to the
CONTRACTOR, at any time, and without notice to any surety, require the CONTRACTOR to stop
all or any part of the performance called for by this Contract.  This order shall be for a specified
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period not exceeding sixty (60) days after the order is delivered to the CONTRACTOR, unless the 
parties agree to any further period.  Any such order shall be identified specifically as a stop 
performance order issued pursuant to this section.  Stop performance orders shall include, as 
appropriate: (1) A clear description of the work to be suspended; (2) Instructions as to the issuance of 
further orders by the CONTRACTOR for material or services; (3) Guidance as to action to be taken 
on subcontracts; and (4) Other instructions and suggestions to the CONTRACTOR for minimizing 
costs.  Upon receipt of such an order, the CONTRACTOR shall forthwith comply with its terms and 
suspend all performance under this Contract at the time stated, provided, however, the 
CONTRACTOR shall take all reasonable steps to minimize the occurrence of costs allocable to the 
performance covered by the order during the period of performance stoppage.  Before the stop 
performance order expires, or within any further period to which the parties shall have agreed, the 
Agency procurement officer shall either: 

(1) Cancel the stop performance order; or

(2) Terminate the performance covered by such order as provided in the termination for default
provision or the termination for convenience provision of this Contract.

b. Cancellation or expiration of the order.  If a stop performance order issued under this section is
cancelled at any time during the period specified in the order, or if the period of the order or any
extension thereof expires, the CONTRACTOR shall have the right to resume performance.  An
appropriate adjustment shall be made in the delivery schedule or contract price, or both, and the
Contract shall be modified in writing accordingly, if:

(1) The stop performance order results in an increase in the time required for, or in the
CONTRACTOR'S cost properly allocable to, the performance of any part of this Contract;
and

(2) The CONTRACTOR asserts a claim for such an adjustment within thirty (30) days after the
end of the period of performance stoppage; provided that, if the Agency procurement officer
decides that the facts justify such action, any such claim asserted may be received and acted
upon at any time prior to final payment under this Contract.

c. Termination of stopped performance.  If a stop performance order is not cancelled and the
performance covered by such order is terminated for default or convenience, the reasonable costs
resulting from the stop performance order shall be allowable by adjustment or otherwise.

d. Adjustment of price.  Any adjustment in contract price made pursuant to this paragraph shall be
determined in accordance with the price adjustment provision of this Contract.

13. Termination for Default.

a. Default.  If the CONTRACTOR refuses or fails to perform any of the provisions of this Contract with 
such diligence as will ensure its completion within the time specified in this Contract, or any
extension thereof, otherwise fails to timely satisfy the Contract provisions, or commits any other
substantial breach of this Contract, the Agency procurement officer may notify the CONTRACTOR
in writing of the delay or non-performance and if not cured in ten (10) days or any longer time
specified in writing by the Agency procurement officer, such officer may terminate the
CONTRACTOR'S right to proceed with the Contract or such part of the Contract as to which there
has been delay or a failure to properly perform.  In the event of termination in whole or in part, the
Agency procurement officer may procure similar goods or services in a manner and upon the terms
deemed appropriate by the Agency procurement officer.  The CONTRACTOR shall continue
performance of the Contract to the extent it is not terminated and shall be liable for excess costs
incurred in procuring similar goods or services.

b. CONTRACTOR'S duties.  Notwithstanding termination of the Contract and subject to any directions 
from the Agency procurement officer, the CONTRACTOR shall take timely, reasonable, and
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necessary action to protect and preserve property in the possession of the CONTRACTOR in which 
the STATE has an interest.   

c. Compensation.  Payment for completed goods and services delivered and accepted by the STATE
shall be at the price set forth in the Contract.  Payment for the protection and preservation of property
shall be in an amount agreed upon by the CONTRACTOR and the Agency procurement officer.  If
the parties fail to agree, the Agency procurement officer shall set an amount subject to the
CONTRACTOR'S rights under chapter 3-126, HAR.  The STATE may withhold from amounts due
the CONTRACTOR such sums as the Agency procurement officer deems to be necessary to protect
the STATE against loss because of outstanding liens or claims and to reimburse the STATE for the
excess costs expected to be incurred by the STATE in procuring similar goods and services.

d. Excuse for nonperformance or delayed performance.   The CONTRACTOR shall not be in default by
reason of any failure in performance of this Contract in accordance with its terms, including any
failure by the CONTRACTOR to make progress in the prosecution of the performance hereunder
which endangers such performance, if the CONTRACTOR has notified the Agency procurement
officer within fifteen (15) days after the cause of the delay and the failure arises out of causes such as: 
acts of God; acts of a public enemy; acts of the State and any other governmental body in its

sovereign or contractual capacity; fires; floods; epidemics; quarantine restrictions; strikes or other
labor disputes; freight embargoes; or unusually severe weather.  If the failure to perform is caused by
the failure of a subcontractor to perform or to make progress, and if such failure arises out of causes
similar to those set forth above, the CONTRACTOR shall not be deemed to be in default, unless the
goods and services to be furnished by the subcontractor were reasonably obtainable from other
sources in sufficient time to permit the CONTRACTOR to meet the requirements of the Contract.
Upon request of the CONTRACTOR, the Agency procurement officer shall ascertain the facts and
extent of such failure, and, if such officer determines that any failure to perform was occasioned by
any one or more of the excusable causes, and that, but for the excusable cause, the CONTRACTOR'S 
progress and performance would have met the terms of the Contract, the delivery schedule shall be
revised accordingly, subject to the rights of the STATE under this Contract.  As used in this
paragraph, the term "subcontractor" means subcontractor at any tier.

e. Erroneous termination for default.  If, after notice of termination of the CONTRACTOR'S right to
proceed under this paragraph, it is determined for any reason that the CONTRACTOR was not in
default under this paragraph, or that the delay was excusable under the provisions of subparagraph
13d, "Excuse for nonperformance or delayed performance," the rights and obligations of the parties
shall be the same as if the notice of termination had been issued pursuant to  paragraph 14.

f. Additional rights and remedies.  The rights and remedies provided in this paragraph are in addition to 
any other rights and remedies provided by law or under this Contract.

14. Termination for Convenience.

a. Termination.  The Agency procurement officer may, when the interests of the STATE so require,
terminate this Contract in whole or in part, for the convenience of the STATE.  The Agency
procurement officer shall give written notice of the termination to the CONTRACTOR specifying the 
part of the Contract terminated and when termination becomes effective.

b. CONTRACTOR'S obligations.  The CONTRACTOR shall incur no further obligations in connection 
with the terminated performance and on the date(s) set in the notice of termination the
CONTRACTOR will stop performance to the extent specified.  The CONTRACTOR shall also
terminate outstanding orders and subcontracts as they relate to the terminated performance.  The
CONTRACTOR shall settle the liabilities and claims arising out of the termination of subcontracts
and orders connected with the terminated performance subject to the STATE'S approval.  The
Agency procurement officer may direct the CONTRACTOR to assign the CONTRACTOR'S right,
title, and interest under terminated orders or subcontracts to the STATE.  The CONTRACTOR must
still complete the performance not terminated by the notice of termination and may incur obligations 
as necessary to do so.
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c. Right to goods and work product.  The Agency procurement officer may require the CONTRACTOR 
to transfer title and deliver to the STATE in the manner and to the extent directed by the Agency
procurement officer:

(1) Any completed goods or work product; and

(2) The partially completed goods and materials, parts, tools, dies, jigs, fixtures, plans, drawings, 
information, and contract rights (hereinafter called "manufacturing material") as the
CONTRACTOR has specifically produced or specially acquired for the performance of the
terminated part of this Contract.

The CONTRACTOR shall, upon direction of the Agency procurement officer, protect and preserve 
property in the possession of the CONTRACTOR in which the STATE has an interest.  If the Agency 
procurement officer does not exercise this right, the CONTRACTOR shall use best efforts to sell 
such goods and manufacturing materials.  Use of this paragraph in no way implies that the STATE 
has breached the Contract by exercise of the termination for convenience provision. 

d. Compensation.

(1) The CONTRACTOR shall submit a termination claim specifying the amounts due because of 
the termination for convenience together with the cost or pricing data, submitted to the extent 
required by chapter 3-122, HAR, bearing on such claim.  If the CONTRACTOR fails to file
a termination claim within one year from the effective date of termination, the Agency
procurement officer may pay the CONTRACTOR, if at all, an amount set in accordance with 
subparagraph 14d(3) below.

(2) The Agency procurement officer and the CONTRACTOR may agree to a settlement
provided the CONTRACTOR has filed a termination claim supported by cost or pricing data 
submitted as required and that the settlement does not exceed the total Contract price plus
settlement costs reduced by payments previously made by the STATE, the proceeds of any
sales of goods and manufacturing materials under subparagraph 14c, and the Contract price
of the performance not terminated.

(3) Absent complete agreement under subparagraph 14d(2) the Agency procurement officer
shall pay the CONTRACTOR the following amounts, provided payments agreed to under
subparagraph 14d(2) shall not duplicate payments under this subparagraph for the following: 

(A) Contract prices for goods or services accepted under the Contract;

(B) Costs incurred in preparing to perform and performing the terminated portion of the
performance plus a fair and reasonable profit on such portion of the performance,
such profit shall not include anticipatory profit or consequential damages, less
amounts paid or to be paid for accepted goods or services; provided, however, that if 
it appears that the CONTRACTOR would have sustained a loss if the entire
Contract would have been completed, no profit shall be allowed or included and the
amount of compensation shall be reduced to reflect the anticipated rate of loss;

(C) Costs of settling and paying claims arising out of the termination of subcontracts or
orders pursuant to subparagraph 14b.  These costs must not include costs paid in
accordance with subparagraph 14d(3)(B);

(D) The reasonable settlement costs of the CONTRACTOR, including accounting, legal, 
clerical, and other expenses reasonably necessary for the preparation of settlement
claims and supporting data with respect to the terminated portion of the Contract and 
for the termination of subcontracts thereunder, together with reasonable storage,
transportation, and other costs incurred in connection with the protection or
disposition of property allocable to the terminated portion of this Contract.  The total 
sum to be paid the CONTRACTOR under this subparagraph shall not exceed the
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total Contract price plus the reasonable settlement costs of the CONTRACTOR 
reduced by the amount of payments otherwise made, the proceeds of any sales of 
supplies and manufacturing materials under subparagraph 14d(2), and the contract 
price of performance not terminated. 

(4) Costs claimed, agreed to, or established under subparagraphs 14d(2) and 14d(3) shall be in
accordance with Chapter 3-123 (Cost Principles) of the Procurement Rules.

15. Claims Based on the Agency Procurement Officer's Actions or Omissions.

a. Changes in scope.  If any action or omission on the part of the Agency procurement officer (which
term includes the designee of such officer for purposes of this paragraph 15) requiring performance
changes within the scope of the Contract constitutes the basis for a claim by the CONTRACTOR for
additional compensation, damages, or an extension of time for completion, the CONTRACTOR shall 
continue with performance of the Contract in compliance with the directions or orders of such
officials, but by so doing, the CONTRACTOR shall not be deemed to have prejudiced any claim for
additional compensation, damages, or an extension of time for completion; provided:

(1) Written notice required.  The CONTRACTOR shall give written notice to the Agency
procurement officer: 

(A) Prior to the commencement of the performance involved, if at that time the
CONTRACTOR knows of the occurrence of such action or omission;

(B) Within thirty (30) days after the CONTRACTOR knows of the occurrence of such
action or omission, if the CONTRACTOR did not have such knowledge prior to the
commencement of the performance; or

(C) Within such further time as may be allowed by the Agency procurement officer in
writing.

(2) Notice content.  This notice shall state that the CONTRACTOR regards the act or omission
as a reason which may entitle the CONTRACTOR to additional compensation, damages, or
an extension of time.  The Agency procurement officer, upon receipt of such notice, may
rescind such action, remedy such omission, or take such other steps as may be deemed
advisable in the discretion of the Agency procurement officer;

(3) Basis must be explained.  The notice required by subparagraph 15a(1) describes as clearly as 
practicable at the time the reasons why the CONTRACTOR believes that additional
compensation, damages, or an extension of time may be remedies to which the
CONTRACTOR is entitled; and

(4) Claim must be justified.  The CONTRACTOR must maintain and, upon request, make
available to the Agency procurement officer within a reasonable time, detailed records to the 
extent practicable, and other documentation and evidence satisfactory to the STATE,
justifying the claimed additional costs or an extension of time in connection with such
changes.

b. CONTRACTOR not excused.  Nothing herein contained, however, shall excuse the CONTRACTOR 
from compliance with any rules or laws precluding any state officers and CONTRACTOR from
acting in collusion or bad faith in issuing or performing change orders which are clearly not within
the scope of the Contract.

c. Price adjustment.  Any adjustment in the price made pursuant to this paragraph shall be determined in 
accordance with the price adjustment provision of this Contract.

16. Costs and Expenses.  Any reimbursement due the CONTRACTOR for per diem and transportation expenses
under this Contract shall be subject to chapter 3-123 (Cost Principles), HAR, and the following guidelines:
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a. Reimbursement for air transportation shall be for actual cost or coach class air fare, whichever is less. 

b. Reimbursement for ground transportation costs shall not exceed the actual cost of renting an
intermediate-sized vehicle.

c. Unless prior written approval of the HOPA is obtained, reimbursement for subsistence allowance
(i.e., hotel and meals, etc.) shall not exceed the applicable daily authorized rates for inter-island or
out-of-state travel that are set forth in the current Governor's Executive Order authorizing adjustments 
in salaries and benefits for state officers and employees in the executive branch who are excluded
from collective bargaining coverage.

17. Payment Procedures; Final Payment; Tax Clearance.

a. Original invoices required.  All payments under this Contract shall be made only upon submission by
the CONTRACTOR of original invoices specifying the amount due and certifying that services
requested under the Contract have been performed by the CONTRACTOR according to the Contract. 

b. Subject to available funds.  Such payments are subject to availability of funds and allotment by the
Director of Finance in accordance with chapter 37, HRS.  Further, all payments shall be made in
accordance with and subject to chapter 40, HRS.

c. Prompt payment.

(1) Any money, other than retainage, paid to the CONTRACTOR shall be disbursed to
subcontractors within ten (10) days after receipt of the money in accordance with the 
terms of the subcontract; provided that the subcontractor has met all the terms and
conditions of the subcontract and there are no bona fide disputes; and

(2) Upon final payment to the CONTRACTOR, full payment to the subcontractor,
including retainage, shall be made within ten (10) days after receipt of the money;
provided that there are no bona fide disputes over the subcontractor's performance
under the subcontract.

d. Final payment.  Final payment under this Contract shall be subject to sections 103-53 and 103D-328,
HRS, which require a tax clearance from the Director of Taxation, State of Hawaii, and the Internal
Revenue Service, U.S. Department of Treasury, showing that all delinquent taxes, if any, levied or
accrued under state law and the Internal Revenue Code of 1986, as amended, against the
CONTRACTOR have been paid.  Further, in accordance with section 3-122-112, HAR,
CONTRACTOR shall provide a certificate affirming that the CONTRACTOR has remained in
compliance with all applicable laws as required by this section.

18. Federal Funds.  If this Contract is payable in whole or in part from federal funds, CONTRACTOR agrees that, 
as to the portion of the compensation under this Contract to be payable from federal funds, the
CONTRACTOR shall be paid only from such funds received from the federal government, and shall not be
paid from any other funds.  Failure of the STATE to receive anticipated federal funds shall not be considered
a breach by the STATE or an excuse for nonperformance by the CONTRACTOR.

19. Modifications of Contract.

a. In writing.  Any modification, alteration, amendment, change, or extension of any term, provision, or 
condition of this Contract permitted by this Contract shall be made by written amendment to this
Contract, signed by the CONTRACTOR and the STATE, provided that change orders shall be made
in accordance with paragraph 20 herein.

b. No oral modification.  No oral modification, alteration, amendment, change, or extension of any
term, provision, or condition of this Contract shall be permitted.
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c. Agency procurement officer.  By written order, at any time, and without notice to any surety, the
Agency procurement officer may unilaterally order of the CONTRACTOR:

(A) Changes in the work within the scope of the Contract; and

(B) Changes in the time of performance of the Contract that do not alter the scope of the Contract 
work.

d. Adjustments of price or time for performance.  If any modification increases or decreases the
CONTRACTOR'S cost of, or the time required for, performance of any part of the work under this
Contract, an adjustment shall be made and this Contract modified in writing accordingly.  Any
adjustment in contract price made pursuant to this clause shall be determined, where applicable, in
accordance with the price adjustment clause of this Contract or as negotiated.

e. Claim barred after final payment.  No claim by the CONTRACTOR for an adjustment hereunder
shall be allowed if written modification of the Contract is not made prior to final payment under this
Contract.

f. Claims not barred.  In the absence of a written contract modification, nothing in this clause shall be
deemed to restrict the CONTRACTOR'S right to pursue a claim under this Contract or for a breach of 
contract.

g. Head of the purchasing agency approval.  If this is a professional services contract awarded pursuant
to section 103D-303 or 103D-304, HRS, any modification, alteration, amendment, change, or
extension of any term, provision, or condition of this Contract which increases the amount payable to 
the CONTRACTOR by at least $25,000.00 and ten per cent (10%) or more of the initial contract
price, must receive the prior approval of the head of the purchasing agency.

h. Tax clearance.  The STATE may, at its discretion, require the CONTRACTOR to submit to the
STATE, prior to the STATE'S approval of any modification, alteration, amendment, change, or
extension of any term, provision, or condition of this Contract, a tax clearance from the Director of
Taxation, State of Hawaii, and the Internal Revenue Service, U.S. Department of Treasury, showing
that all delinquent taxes, if any, levied or accrued under state law and the Internal Revenue Code of
1986, as amended, against the CONTRACTOR have been paid.

i. Sole source contracts.  Amendments to sole source contracts that would change the original scope of
the Contract may only be made with the approval of the CPO.  Annual renewal of a sole source
contract for services should not be submitted as an amendment.

20. Change Order.  The Agency procurement officer may, by a written order signed only by the STATE, at any
time, and without notice to any surety, and subject to all appropriate adjustments, make changes within the
general scope of this Contract in any one or more of the following:

(1) Drawings, designs, or specifications, if the goods or services to be furnished are to be
specially provided to the STATE in accordance therewith;

(2) Method of delivery; or

(3) Place of delivery.

a. Adjustments of price or time for performance.  If any change order increases or decreases the
CONTRACTOR'S cost of, or the time required for, performance of any part of the work under this
Contract, whether or not changed by the order, an adjustment shall be made and the Contract
modified in writing accordingly.  Any adjustment in the Contract price made pursuant to this
provision shall be determined in accordance with the price adjustment provision of this Contract.
Failure of the parties to agree to an adjustment shall not excuse the CONTRACTOR from proceeding 
with the Contract as changed, provided that the Agency procurement officer promptly and duly
makes the provisional adjustments in payment or time for performance as may be reasonable.  By
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proceeding with the work, the CONTRACTOR shall not be deemed to have prejudiced any claim for 
additional compensation, or any extension of time for completion. 

b. Time period for claim.  Within ten  (10) days after receipt of a written change order under
subparagraph 20a, unless the period is extended by the Agency procurement officer in writing, the
CONTRACTOR shall  respond with a claim for an adjustment.  The requirement for a timely written
response by CONTRACTOR cannot be waived and shall be a condition precedent to the assertion of
a claim.

c. Claim barred after final payment.  No claim by the CONTRACTOR for an adjustment hereunder
shall be allowed if a written response is not given prior to final payment under this Contract.

d. Other claims not barred.  In the absence of a change order, nothing in this paragraph 20 shall be
deemed to restrict the CONTRACTOR'S right to pursue a claim under the Contract or for breach of
contract.

21. Price Adjustment.

a. Price adjustment.  Any adjustment in the contract price pursuant to a provision in this Contract shall
be made in one or more of the following ways:

(1) By agreement on a fixed price adjustment before commencement of the pertinent
performance or as soon thereafter as practicable;

(2) By unit prices specified in the Contract or subsequently agreed upon;

(3) By the costs attributable to the event or situation covered by the provision, plus appropriate
profit or fee, all as specified in the Contract or subsequently agreed upon;

(4) In such other manner as the parties may mutually agree; or

(5) In the absence of agreement between the parties, by a unilateral determination by the Agency
procurement officer of the costs attributable to the event or situation covered by the
provision, plus appropriate profit or fee, all as computed by the Agency procurement officer
in accordance with generally accepted accounting principles and applicable sections of
chapters 3-123 and 3-126, HAR.

b. Submission of cost or pricing data.  The CONTRACTOR shall provide cost or pricing data for any
price adjustments subject to the provisions of chapter 3-122, HAR.

22. Variation in Quantity for Definite Quantity Contracts.  Upon the agreement of the STATE and the
CONTRACTOR, the quantity of goods or services, or both, if a definite quantity is specified in this Contract,
may be increased by a maximum of ten per cent (10%); provided the unit prices will remain the same except
for any price adjustments otherwise applicable; and the Agency procurement officer makes a written
determination that such an increase will either be more economical than awarding another contract or that it
would not be practical to award another contract.

23. Changes in Cost-Reimbursement Contract.  If this Contract is a cost-reimbursement contract, the following
provisions shall apply: 

a. The Agency procurement officer may at any time by written order, and without notice to the sureties, 
if any, make changes within the general scope of the Contract in any one or more of the following:

(1) Description of performance (Attachment 1);

(2) Time of performance (i.e., hours of the day, days of the week, etc.);

(3) Place of performance of services;
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(4) Drawings, designs, or specifications when the supplies to be furnished are to be specially
manufactured for the STATE in accordance with the drawings, designs, or specifications;

(5) Method of shipment or packing of supplies; or

(6) Place of delivery.

b. If any change causes an increase or decrease in the estimated cost of, or the time required for
performance of, any part of the performance under this Contract, whether or not changed by the
order, or otherwise affects any other terms and conditions of this Contract, the Agency procurement
officer shall make an equitable adjustment in the (1) estimated cost, delivery or completion schedule,
or both; (2) amount of any fixed fee; and (3) other affected terms and shall modify the Contract
accordingly.

c. The CONTRACTOR must assert the CONTRACTOR'S rights to an adjustment under this provision 
within thirty (30) days from the day of receipt of the written order.  However, if the Agency
procurement officer decides that the facts justify it, the Agency procurement officer may receive and
act upon a proposal submitted before final payment under the Contract.

d. Failure to agree to any adjustment shall be a dispute under paragraph 11 of this Contract.  However,
nothing in this provision shall excuse the CONTRACTOR from proceeding with the Contract as
changed.

e. Notwithstanding the terms and conditions of subparagraphs 23a and 23b, the estimated cost of this
Contract and, if this Contract is incrementally funded, the funds allotted for the performance of this
Contract, shall not be increased or considered to be increased except by specific written modification 
of the Contract indicating the new contract estimated cost and, if this contract is incrementally
funded, the new amount allotted to the contract.

24. Confidentiality of Material.

a. All material given to or made available to the CONTRACTOR by virtue of this Contract, which is
identified as proprietary or confidential information, will be safeguarded by the CONTRACTOR and 
shall not be disclosed to any individual or organization without the prior written approval of the
STATE.

b. All information, data, or other material provided by the CONTRACTOR to the STATE shall be
subject to the Uniform Information Practices Act, chapter 92F, HRS.

25. Publicity.  The CONTRACTOR shall not refer to the STATE, or any office, agency, or officer thereof, or any
state employee, including the HOPA, the CPO, the Agency procurement officer, or to the services or goods,
or both, provided under this Contract, in any of the CONTRACTOR'S brochures, advertisements, or other
publicity of the CONTRACTOR.  All media contacts with the CONTRACTOR about the subject matter of
this Contract shall be referred to the Agency procurement officer.

26. Ownership Rights and Copyright.  The STATE shall have complete ownership of all material, both finished
and unfinished, which is developed, prepared, assembled, or conceived by the CONTRACTOR pursuant to
this Contract, and all such material shall be considered "works made for hire."  All such material shall be
delivered to the STATE upon expiration or termination of this Contract.  The STATE, in its sole discretion,
shall have the exclusive right to copyright any product, concept, or material developed, prepared, assembled,
or conceived by the CONTRACTOR pursuant to this Contract.

27. Liens and Warranties.  Goods provided under this Contract shall be provided free of all liens and provided
together with all applicable warranties, or with the warranties described in the Contract documents, whichever 
are greater.
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28. Audit of Books and Records of the CONTRACTOR.  The STATE may, at reasonable times and places, audit
the books and records of the CONTRACTOR, prospective contractor, subcontractor, or prospective
subcontractor which are related to:

a. The cost or pricing data, and

b. A state contract, including subcontracts, other than a firm fixed-price contract.

29. Cost or Pricing Data.  Cost or pricing data must be submitted to the Agency procurement  officer and timely
certified as accurate for contracts over $100,000 unless the contract is for a multiple-term or as otherwise
specified by the Agency procurement officer.  Unless otherwise required by the Agency procurement officer,
cost or pricing data submission is not required for contracts awarded pursuant to competitive sealed bid
procedures.

If certified cost or pricing data are subsequently found to have been inaccurate, incomplete, or noncurrent as
of the date stated in the certificate, the STATE is entitled to an adjustment of the contract price, including
profit or fee, to exclude any significant sum by which the price, including profit or fee, was increased because 
of the defective data.  It is presumed that overstated cost or pricing data increased the contract price in the
amount of the defect plus related overhead and profit or fee.  Therefore, unless there is a clear indication that
the defective data was not used or relied upon, the price will be reduced in such amount.

30. Audit of Cost or Pricing Data.  When cost or pricing principles are applicable, the STATE may require an
audit of cost or pricing data. 

31. Records Retention.

(1) Upon any termination of this Contract or as otherwise required by applicable law,
CONTRACTOR shall, pursuant to chapter 487R, HRS, destroy all copies (paper or electronic
form) of personal information received from the STATE.

(2) The CONTRACTOR and any subcontractors shall maintain the files, books, and records that relate to 
the Contract, including any personal information created or received by the CONTRACTOR on
behalf of the STATE, and any cost or pricing data, for at least three (3) years after the date of final
payment under the Contract.  The personal information shall continue to be confidential and shall
only be disclosed as permitted or required by law.  After the three (3) year, or longer retention period
as required by law has ended, the files, books, and records that contain personal information shall be
destroyed pursuant to chapter 487R, HRS or returned to the STATE at the request of the STATE.

32. Antitrust Claims.  The STATE and the CONTRACTOR recognize that in actual economic practice,
overcharges resulting from antitrust violations are in fact usually borne by the purchaser.  Therefore, the
CONTRACTOR hereby assigns to STATE any and all claims for overcharges as to goods and materials
purchased in connection with this Contract, except as to overcharges which result from violations
commencing after the price is established under this Contract and which are not passed on to the STATE
under an escalation clause.

33. Patented Articles.  The CONTRACTOR shall defend, indemnify, and hold harmless the STATE, and its
officers, employees, and agents from and against all liability, loss, damage, cost, and expense, including all
attorneys fees, and all claims, suits, and demands arising out of or resulting from any claims, demands, or
actions by the patent holder for infringement or other improper or unauthorized use of any patented article,
patented process, or patented appliance in connection with this Contract.  The CONTRACTOR shall be solely
responsible for correcting or curing to the satisfaction of the STATE any such infringement or improper or
unauthorized use, including, without limitation: (a) furnishing at no cost to the STATE a substitute article,
process, or appliance acceptable to the STATE, (b) paying royalties or other required payments to the patent
holder, (c) obtaining proper authorizations or releases from the patent holder, and (d) furnishing such security
to or making such arrangements with the patent holder as may be necessary to correct or cure any such
infringement or improper or unauthorized use.
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34. Governing Law.  The validity of this Contract and any of its terms or provisions, as well as the rights and
duties of the parties to this Contract, shall be governed by the laws of the State of Hawaii.  Any action at law
or in equity to enforce or interpret the provisions of this Contract shall be brought in a state court of
competent jurisdiction in Honolulu, Hawaii.

35. Compliance with Laws.  The CONTRACTOR shall comply with all federal, state, and county laws,
ordinances, codes, rules, and regulations, as the same may be amended from time to time, that in any way
affect the CONTRACTOR'S performance of this Contract.

36. Conflict Between General Conditions and Procurement Rules.  In the event of a conflict between the General
Conditions and the procurement rules, the procurement rules in effect on the date this Contract became
effective shall control and are hereby incorporated by reference.

37. Entire Contract.  This Contract sets forth all of the agreements, conditions, understandings, promises,
warranties, and representations between the STATE and the CONTRACTOR relative to this Contract.  This
Contract supersedes all prior agreements, conditions, understandings, promises, warranties, and
representations, which shall have no further force or effect.  There are no agreements, conditions,
understandings, promises, warranties, or representations, oral or written, express or implied, between the
STATE and the CONTRACTOR other than as set forth or as referred to herein.

38. Severability.  In the event that any provision of this Contract is declared invalid or unenforceable by a court,
such invalidity or unenforceability shall not affect the validity or enforceability of the remaining terms of this 
Contract.

39. Waiver.  The failure of the STATE to insist upon the strict compliance with any term, provision, or condition
of this Contract shall not constitute or be deemed to constitute a waiver or relinquishment of the STATE'S
right to enforce the same in accordance with this Contract.  The fact that the STATE specifically refers to one 
provision of the procurement rules or one section of the Hawaii Revised Statutes, and does not include other
provisions or statutory sections in this Contract shall not constitute a waiver or relinquishment of the
STATE'S rights or the CONTRACTOR'S obligations under the procurement rules or statutes.

40.  Pollution Control.    If during the performance of this Contract, the CONTRACTOR encounters a "release" or 
a "threatened release" of a reportable quantity of a "hazardous substance," "pollutant," or "contaminant" as
those terms are defined in section 128D-1, HRS, the CONTRACTOR shall immediately notify the STATE
and all other appropriate state, county, or federal agencies as required by law.  The Contractor shall take all
necessary actions, including stopping work, to avoid causing, contributing to, or making worse a release of a
hazardous substance, pollutant, or contaminant, and shall promptly obey any orders the Environmental
Protection Agency or the state Department of Health issues in response to the release.  In the event there is an
ensuing cease-work period, and the STATE determines that this Contract requires an adjustment of the time
for performance, the Contract shall be modified in writing accordingly.

41. Campaign Contributions.  The CONTRACTOR is hereby notified of the applicability of 11-355, HRS, which 
states that campaign contributions are prohibited from specified state or county government contractors
during the terms of their contracts if the contractors are paid with funds appropriated by a legislative body.

42. Confidentiality of Personal Information.

a. Definitions.

"Personal information" means an individual's first name or first initial and last name in
combination with any one or more of the following data elements, when either name or data
elements are not encrypted:

(1) Social security number;

(2) Driver's license number or Hawaii identification card number; or
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(3) Account number, credit or debit card number, access code, or password that would permit
access to an individual's financial information.

Personal information does not include publicly available information that is lawfully made 
available to the general public from federal, state, or local government records.    

"Technological safeguards" means the technology and the policy and procedures for use of the 
technology to protect and control access to personal information.   

b. Confidentiality of Material.

(1) All material given to or made available to the CONTRACTOR by the STATE by virtue
of this Contract which is identified as personal information, shall be safeguarded by the
CONTRACTOR and shall not be disclosed without the prior written approval of the
STATE.

(2) CONTRACTOR agrees not to retain, use, or disclose personal information for any
purpose other than as permitted or required by this Contract.

(3) CONTRACTOR agrees to implement appropriate "technological safeguards" that are
acceptable to the STATE to reduce the risk of unauthorized access to personal
information.

(4) CONTRACTOR shall report to the STATE in a prompt and complete manner any
security breaches involving personal information.

(5) CONTRACTOR agrees to mitigate, to the extent practicable, any harmful effect that is
known to CONTRACTOR because of a use or disclosure of personal information by
CONTRACTOR in violation of the requirements of this paragraph.

(6) CONTRACTOR shall complete and retain a log of all disclosures made of personal
information received from the STATE, or personal information created or received by
CONTRACTOR on behalf of the STATE.

c. Security Awareness Training and Confidentiality Agreements.

(1) CONTRACTOR certifies that all of its employees who will have access to the personal
information have completed training on security awareness topics relating to protecting
personal information.

(2) CONTRACTOR certifies that confidentiality agreements have been signed by all of its
employees who will have access to the personal information acknowledging that:

(A) The personal information collected, used, or maintained by the CONTRACTOR
will be treated as confidential;

(B) Access to the personal information will be allowed only as necessary to perform
the Contract; and

(C) Use of the personal information will be restricted to uses consistent with the
services subject to this Contract.

d. Termination for Cause.  In addition to any other remedies provided for by this Contract, if the
STATE learns of a material breach by CONTRACTOR of this paragraph by CONTRACTOR, the
STATE may at its sole discretion:
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(1) Provide an opportunity for the CONTRACTOR to cure the breach or end the violation; or

(2) Immediately terminate this Contract.

In either instance, the CONTRACTOR and the STATE shall follow chapter 487N, HRS, with 
respect to notification of a security breach of personal information.   

e. Records Retention.

(1) Upon any termination of this Contract or as otherwise required by applicable law,
CONTRACTOR shall, pursuant to chapter 487R, HRS, destroy all copies (paper or
electronic form) of personal information received from the STATE.

(2) The CONTRACTOR and any subcontractors shall maintain the files, books, and records
that relate to the Contract, including any personal information created or received by the
CONTRACTOR on behalf of the STATE, and any cost or pricing data, for at least three
(3) years after the date of final payment under the Contract.  The personal information
shall continue to be confidential and shall only be disclosed as permitted or required by
law.  After the three (3) year, or longer retention period as required by law has ended, the
files, books, and records that contain personal information shall be destroyed pursuant to
chapter 487R, HRS or returned to the STATE at the request of the STATE.
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